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Abstract

We present a compositional program logic for call-by-value imperative higher-order functions with
general forms of aliasing, which can arise from the use of reference names as function parameters,
return values, content of references and parts of data structures. The program logic extends our earlier
logic for alias-free imperative higher-order functions with new operators which serve as building
blocks for clean structural reasoning about programs and data structures in the presence of aliasing.
This has been an open issue since the pioneering work by Cartwright-Oppen and Morris twenty-five
years ago. We illustrate usage of the logic for description and reasoning through concrete examples
including a higher-order polymorphic Quicksort. The logical status of the new operators is clarified
by translating them into (in)equalities of reference names.
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1 Introduction

In high-level programming languages names can be used to indicate either stateless entities
like procedures, or stateful constructs such as imperative variables. Aliasing, where distinct
names refer to the same entity, has no observable effects for the former, but strongly affects
the latter. This is because if state changes, that change should affect all names referring to
that entity. Consider

pY x:=1;y:=lz; ly:=2,

where, following ML notation, !x stands for the content of an imperative variable or refer-
ence x. If 7 stores a reference name x initially, then the content of x after P runs is 2; if z
stores something else, the final content of x is 1. But if it is unclear what z stores, we cannot
know if !y is aliased to x or not, which makes reasoning difficult.

The situation gets further complicated with higher-order functions because programs
with side effects can be passed to procedures and stored in references. For example let:

RY Afxy). (letz=!xin lx:=1;ly:=2; f(x,y);z:=3)

where oo = Ref(Ref(Nat)) is the type of x,y. R receives a function f and two references x
and y. Its behaviour is different depending on what it receives as f (for simplicity let us
assume x and y store distinct references). If we pass a function Axy.(), which takes two
arguments and returns the unique value of Unit-type, as f, then, after execution, !x stores
3 and !y stores 2. But if the standard swapping function swap &l \ab.1let ¢ =1b in (b:=
la;a := c) is passed, the content of x and y is swapped and !x now stores 2 while !y stores
3. Such interplay between higher-order procedures and aliasing is common in many non-
trivial programs in ML, C and more recent typed and untyped low-level languages (Peyton
Jones et al., 1999; Grossman et al., 2002; Shao, 1997).

Hoare logic (Hoare, 1969), developed on the basis of Floyd’s assertion method (Floyd,
1967), has been studied extensively as a verification method for first-order imperative pro-
grams with diverse applications. However Hoare’s original proof system is sound only
when aliasing is absent (Apt, 1981; Cousot, 1999): while various extensions have been
studied, a general solution which extends the original method to treat aliasing, retaining its
semantic basis (Greif & Meyer, 1981; Hoare & Jifeng, 1998) and tractability, has not been
known, not to speak of its combination with arbitrary imperative higher-order functions
(our earlier work (Honda et al., 2005) extends Hoare logic with a treatment for a general
class of higher-order imperative functions including stored procedures, but does not treat
aliasing).

Resuming studies by Cartwright-Oppen and Morris from 25 years ago (Cartwright &
Oppen, 1978; Cartwright & Oppen, 1981; Morris, 1982b), the present paper introduces
a simple and tractable compositional program logic for general aliasing and imperative
higher-order functions. A central observation in (Cartwright & Oppen, 1978; Cartwright &
Oppen, 1981; Morris, 1982b) is that (in)equations over names, simple as they may seem,
are expressive enough to describe general aliasing in first-order procedural languages, pro-
vided we distinguish between reference names (written x) and the corresponding content
(which we write !x) in assertions. In particular, their work has shown that alias robust sub-
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stitution, written C{e/!x[} in our notation, defined by:
MEC{e/!x} iff Mx—[eln EC (1)

(i.e. an update of a store at a memory cell referred to by x with value e), can be translated
into (in)equations of names through inductive decomposition of C, albeit at the expense
of an increase in formula size. This gives us the following semantic version of Hoare’s
assignment axiom:

{C{e/!x}}x:=e{C} (2)
where the pre-condition in fact stands for the translated form mentioned above. The rule
subsumes the original axiom but is now alias-robust. As clear evidence of descriptive power
of this approach, Cartwright and Oppen showed that the use of (2) leads to a sound and
(relatively) complete logic for a programming language with first-order procedures and full
aliasing (Cartwright & Oppen, 1978; Cartwright & Oppen, 1981): Morris showed many
non-trivial reasoning examples for data structures with destructive update, including the
reasoning for Schorr-Waite algorithm (Morris, 1982b).

The work by Cartwright-Oppen and Morris, remarkable as it is, still begs the question
how to reason about programs with aliasing in a tractable way. The first issue is calculation
of validity in assertions involving semantic substitutions. Cartwright and Oppen’s inductive
decomposition of {e/!x[} into (in)equations has been the only syntactic tool available and is
hardly practical. As demonstrated through many examples by Morris (Morris, 1982b) and,
more recently, Bornat (Bornat, 2000), this decomposition should be distributed to every
part of a given formula even if that part is irrelevant to the state change under consideration,
making reasoning extremely cumbersome. As an example, if we use the decomposition
method for calculating the logical equivalence

C{c/\xHe/\x} = C{c/!x}

for general C, with c being a constant, we need either meta-logical reasoning (induction
on C), or an appeal to semantic means. Because such logical calculation is a key part
of program proving (Hoare, 1969), practical usability of this approach becomes unclear.
The second problem is the lack of structured reasoning principles for deriving precise de-
scriptions of extensional program behaviour with aliasing. This makes reasoning hard,
because properties of complex programs often depend crucially on how sub-programs in-
teract through shared, possibly aliased references. Finally, the logics in (Cartwright & Op-
pen, 1978; Cartwright & Oppen, 1981; Morris, 1982b) and their successors do not offer a
general treatment of higher-order procedures and mutable data structures which may store
such procedures.

We address these technical issues by augmenting the logic for imperative higher-order
functions introduced in (Honda et al., 2005) with a pair of mutually dual logical primitives
called content quantifiers. They offer an effective middle layer with clear logical status for
reasoning about aliasing. The existential part of the primitives, written (!x) C, is defined by
the following equivalence:

=%
<

(s

ME(C = V. Mx—V] =0 3)

The defining clause says: “for some possible content of a reference named x, M satisfies C”
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(which may not be about the current state, but about a possible state, hence the notation).
Syntactically (!x)C does not bind free occurrences of x in C. Its universal counterpart is
written [!x] C, with the obvious semantics.

We mention several notable aspects of these operators. First, content quantification gives
a clear logical description of alias-robust substitution:

Cle/!Ix} = FIm.({Ix)(CAlx=m)Am=ce). 4)

From (3) and (4), the logical equivalence (1) is immediate, recovering (2) as a rule of infer-
ence. As content quantification has a straightforward axiomatisation, this decomposition
enables a rich set of methods and axioms provided by first-order logic, leading to efficient
calculation of validity, while subsuming Cartwright-Oppen/Morris’s methods. This is be-
cause logical calculation can now focus on those parts of a formula which do get affected
by state change: just like lazy evaluation, we do not have to calculate parts not immediately
needed. For example let C Lo [1x] C2 A (1x) C3. To calculate C{e/!x[}, we only have to
consider C;{e/!x[}, since, by axioms discussed later:

(CIA X Co A () C3) e/ x| = Cr{e/!x} A([IX]Co A {1x) C3)

Here the two content quantifications, (!x) and [!x], respectively protect C; and C, from
manipulation of content (here substitution) of x. In later sections we shall demonstrate this
point through examples.

Secondly, content quantification provides a powerful descriptive and reasoning frame-
work when used in conjunction with the standard logical primitives. By allowing hypo-
thetical statements about the content of references separate from statements about refer-
ence names themselves (which is the central logical feature of these operators), complex
aliasing situations are given simple, succinct descriptions: intuitively, [!x] C asserts, in one
go, that C holds regardless of what is stored at x and, in addition, if C makes a non-trivial
assertion about the content of a syntactically distinct reference y (for example C may state
ly = 3), then x and y cannot be aliased (and dually for (!x) C). This is often useful, for ex-
ample when reasoning about the aliasing taking place when dealing with arrays and stack-
located references. Content quantification works seamlessly with the logical machinery for
capturing pure and imperative higher-order behaviour studied in (Honda, 2004; Honda &
Yoshida, 2004; Honda et al., 2005) and thus facilitates precise description and efficient
reasoning for a large class of higher-order behaviour and data structures.

Third, and somewhat paradoxically, the merits of content quantification come without
additional expressive power: any formula containing content quantification can be trans-
lated, up to logical equivalence, into one without. While establishing this result, we also
show that content quantification and semantic update are mutually definable. Thus name
(in)equations, content quantification and semantic update are all equivalent in sheer ex-
pressive power. This does not diminish the significance of content quantification: It is only
through identifying this concept as proper logical primitives with associated axioms that
we obtain a precise logical understanding of the lazy update calculation and the concise de-
scriptions of complex aliasing noted above. Further, the elimination result allows straight-
forward extension of content quantifications to e.g. quantification of an arbitrary set of
references, as we shall see later. These merits suggest that content quantification is a dis-
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tilled and therefore efficient logical construct for reasoning about aliasing, augmenting the
standard logical constructs.

Structure of the Paper

In the rest of the paper, Section 2 briefly summarises the programming language. Section
3 introduces the assertion language and its semantics. Section 4 discusses axioms. Sec-
tion S introduces basic proof rules for the logic. Section 6 discusses several key technical
properties of the proposed logic: elimination of content quantification and soundness of
axioms and proof rules. Section 7 introduces located assertions and associated reasoning
principles for effective reasoning about programs with aliasing. Section 8 gives non-trivial
reasoning examples using the logic, including that of polymorphic higher-order Quicksort,
taken from the corresponding C program by Kernighan and Ritchie. Section 9 discusses
related work and further topics.

This paper is a full version of (Berger et al., 2005), with complete definitions and de-
tailed proofs. The present version not only gives more illustration of axioms and proof
rules, but also more examples and comprehensive comparisons with related work.

Position of the Logic for Aliasing in Related Logics

The logic presented here is part of a family of stratified program logics, starting from one
for pure higher-order functions (Honda ef al., 2006a; Honda & Yoshida, 2004; Honda,
2004) and its immediately generalisation to imperative higher-order functions (Honda
et al., 2005), to logics for languages with more complex behaviours. This allows us to use
simple reasoning methods for more straightforward behaviour such as imperative programs
without aliasing, and resorting to complex logical technology only for more complex be-
haviour. This is the rationale for studying logics for cleanly delineated classes of behaviour,
and this work focuses on general aliasing, an important instance of such a class, extend-
ing our preceding program logic (Honda et al., 2005). Many practical programs written
in C and ML combine higher-order functions, aliasing, and reference declarations which
are never exported beyond their scope (so-called stack-allocated variables); this class of
programs can be reasoned about in the logic in this paper (see Section 9).

2 Language

The programming language we shall use in the present study is call-by-value PCF with
unit, sums and products, augmented with imperative variables, but without local reference
generation (investigated in (Yoshida et al., 2006)). Assuming given an infinite set of vari-
ables (x,y,z,..., also called names), the syntax of programs is standard (Pierce, 2002) and
given by the following grammar.

(values) VW o= c|x| MM | ufBay M| (VW) | in(V)
(program) M,N := V|MN|M:=N|!M|op(M)|mn;(M)|(M,N) | in;(M)
| if M then M) else M, | case M of {ini(x;x").Mi},»e{Lz}
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Abstraction, recursion and the case construct are annotated by types. Constants (c,c’,...)
include unit (), natural numbers n, booleans b (either true t or false £) and locations
(1,I',...). op(M) (where M is a vector of programs) is a standard n-ary first-order operation
such as +, —, X, = (equality of two numbers or that of reference names), — (negation),
A and V. M dereferences M while M := N first evaluates M and obtains a location (say
I), evaluates N and obtains a value (say V), and assigns V to [. All these constructs are
standard, cf. (Pierce, 2002; Gunter, 1995). The notions of binding and a.-convertibility are
also conventional. fv(M) and fl(M) denotes the sets of free variables and locations in M,
respectively. We use abbreviations such as:

MM Uty (xg (M)
MN  E A)NM
letx=MinN &  (NM  (x&t(M))

Let X,Y,... range over an infinite set of type variables. Types are ranged over by o, f3,...
and are given by the following grammar.

o, == Unit | Bool | Nat | =B | axP | a+p | Ref(a) | X|puX.0

We call types of the form Ref(a) reference types. All others are value types. A type is
closed if it does not contain free occurrences of type variables. Although the grammar
is standard, some points are worth noting in the light of their status in the present the-
ory. We write ftv(ot) to mean the set of o’s free type variables. The type Listy is given
by the recursive definition below. Listy & uX.(Unit+ (a0 x Ref(X))) As this type will be
often used in examples, we introduce some shorthands. We write nil for inj,(()) and
a:: b to abbreviate inj,((a,b)). To facilitate reasoning, we sugar the case-construct:
case e of {nil>M; |a::l>M,} is a shorthand for case e of {in;(x;).N;}ieq12y Where
Ni =M and N = M;[r1 (x2)/a][m2(x2)/b]. Naturally, e must be of type List.

A basis is a finite map from names and locations to closed types. I',I"... range over
bases and dom(I") denotes the domain of T", while cod(I") denotes the range of I". We let
A,... range over bases whose codomains are reference types and write I';A for a basis
where I' maps names to value types, always assuming dom(I") Ndom(A) = 0. We take the
equi-isomorphic approach for recursive types, and will identify types and programs up to
equi-isomorphism. The typing rules are standard (Pierce, 2002) and listed in Appendix A,
using sequents I' - M : o, which say that M has type o under basis I". We often write M*>*
forT'"FM: .

The dynamics of the language is given by straightforward call-by-value reductions using
a store (Gunter, 1995; Pierce, 2002), where a store (6,0, ...) is a finite map from locations
to closed values. We write dom(c) for the domain of 6. A configuration is a pair of a
closed program and a store. Then reduction is a binary relation over configurations, written
(M,0) — (M',0’), generated by the rules in Appendix A. We use left-to-right evaluation,
but the proposed logic can treat other evaluation strategies and allows us to infer properties
which hold regardless of evaluation strategy.
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3 Logic (1): Assertions
3.1 Terms and Formulae

This section introduces our logical language and formalises its semantics. The logical lan-
guage is standard first-order logic with equality (Mendelson, 1987) extended with asser-
tions for quantification over type variables, evaluation and quantification over store content.
The latter is the only addition substantial to the logic in (Honda et al., 2005).

e = 2 [c|op@ | {ee) | ini*Ple) | te

C = e=¢|~C|CxC | WC|AX.C| {Cese = x{C'} | [1€]C | (le)C

Here x € {A,V,D} and Q € {V, 3}. The first set of expressions (ranged over by e,¢',...) are
terms while the second set are formulae (ranged over by A,B,C,C’...). The constants (c,
c,...) include unit (), numerals n, booleans b (either true t or false f) and labels . Operators
op(€) range over first-order operations from the target programming language, including
the standard arithmetical operations over natural numbers. In addition, we have pairing and
the injection operation. The final term, !e, denotes the dereference of e, i.e. the content of
a store denoted by e.

The predicate {C} eee’ = x {C'} is called an evaluation formula (Honda et al., 2005),
where the name x binds its free occurrences in C'. C and C’ are called (internal) pre/post
conditions. Intuitively, {C} eee’ = x {C'} asserts that an invocation of ¢ with an argument
¢’ under the initial state C terminates with a final state and a resulting value, named x, both
described by C’. Clearly e is non-commutative.

The remaining two constructs are non-standard quantifications which are at the heart
of the present logic. [!e]C is universal content quantification of e over C, while (le)C is
existential content quantification of e over C. In both, e should have a reference type. Both
are explained in detail below, but informally:

e [le] C says C holds regardless of the value stored in a memory cell named e.
e (le)C says C holds for some value that may be stored in the memory cell named e.

In both, what is being quantified is the content of a store, not the name of that store. In
[le] C and (le) C, C is the scope of the quantification. Free names in e are not binders: we
have fv({!e) C) = fv([!e] C) = fv(e) Ufv(C). In particular, x is not bound in [!x] C and (!x)C.
Binding in formulae is induced only by standard quantifiers and the evaluation formulae.
Formulae are taken up to the induced o-convertibility. fv(C) (resp. fI(C), bv(C)) denotes
the set of free variables (resp. free locations, bound variables) in C. Since (le) C is logically
equivalent to 3x.(e = x A (Ix) C) if x is fresh, content quantification in its full generality is
not needed for expressivity, only (!x) C and its de Morgan dual [!x] C. Note that expressions
do not contain abstractions, applications and assignments because they involve non-trivial
dynamics (possibly infinite reductions). Similarly, for sums, and products, we do not pro-
vide destructors (like m;(-)), only constructors in the expression language. Nevertheless,
our language is sufficiently expressive for reasoning about arbitrary data-structures.
Terms are typed inductively starting from types for variables and constants and signa-
tures for operators. The typing rules are given in Figure 1. Recalling that I'; A indicates a
map from names to types such that I" (resp. A) is about non-reference types (resp. refer-
ence types), we write [';A - e : o when e has type o such that free names in e have types
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— — — — I[AF e: Bool
[AFx:T(x) T;AFn:Nat T;AFt,f:Bool T5ARI:A() T5AF —e:Bool

AR e oy AR e ;o IAFe: o I AF e : Ref(a)
ITAlep=ep TAF (eg,e2) 1004 X 0 F;Al—inj;x‘+(x2(e):oc]+(x2 IAFle:a

AFEC

: TL-x:a-AFC AR e:Ref(a) T;ARC
TAFC +C T o0 2E{V.3}

*€AVOE AT O TSAF (1) C

[AFe:Ref(a) T3AFC TAFe :o=B T;AFey:a AFC (T5A)-z:BHC
;AT [1e]C TAE{Clejoe; = z{C'}

Fig. 1. Typing Rules for Terms and Formulae

following I'; A; and I'; A - C when all terms in C are well-typed under I'; A. It may be worth
pointing out that in equations e = ¢’ we do not require e and ¢’ to have the same type. This
allows us to type equations like yRef(Nat) — gRef(X) / yRef(0=B) _ ;Ref(X) yy5ing type vari-
ables. This will be useful for reasoning about effectful programs as we demonstrate later.
Equations between terms will always evaluate to F. In the introduction rule for first-order
quantifiers, the variable under abstraction can be a reference or not. Syntactic substitution
Cle/!x] is also used frequently: the definition is standard, save for some subtlety regarding
substitution into the pre/postcondition of evaluation formulae, details can be found in Ap-
pendix B. We shall also use positive inductive formulae freely, without further comment.
Henceforth we only treat well-typed terms and formulae.
Further notational conventions follow.

=a

Convention 1 (assertions)

e In the subsequent technical development, logical connectives are used with their
standard precedence/association, with content quantification given the same prece-
dence as standard quantification (i.e. they associate stronger than binary connec-
tives). For example,

“AABDVx.CV (leyD D E

is a shorthand for ((—A) A B) D (((Vx.C) V ({leyD)) D E). C; = C; stands for
(C1 D G) A (G D (1), stating the logical equivalence of C; and C,. e # ¢’ stands for
—e = ¢’. We also use truth T (definable as 1 = 1) and falsity F (which is —T). The
standard binding convention is always assumed.

e L ogical connectives are used not only syntactically but also semantically, i.e. when
discussing meta-logical and other notions of validity.

e If ¢’ is not a variable, {C} e @e; = €' {C'} stands for {C} ej ey = x{x=¢ AC'},
with x fresh; and {C} e; e e; {C'} stands for {C} e;0e; = () {C'}.

e For convenience of rule presentation we will use projections 7;(e) as a derived term.
They are redundant in that any formula containing projections can be translated into
one without: for example 71 (e) = €' can be expressed as Jy.e = (¢, ).
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3.2 Models and the Semantics of Terms and Formulae

We continue by formalising the semantics of expressions and assertions term models. A
detailed and informal description content quantification follows in Section 3.3.

Models in the present setting are very much like those of (Honda et al., 2005), which
used pairs (§,5), where & maps non-reference names to its denotations and G is a store.
The only change is that to be able to model aliasing, we employ locations: the denotation
of a reference name is now a location and stores are maps from locations.

Definition 1 (models) A term is closed if it has not free variables. A model of type ® =
T'; A, ranged over by M, M/, ..., with fv(A)U = ftv(A) = 0, is a tuple (&, ) where:

o &, called environment, is a finite map from (1) dom(®) to closed values such that, for
each x € dom(I), &(x) is typed as ®(x) under A, i.e. A &(x) : O(x); and (2) from
type variables to closed types.

e G, called store, is a finite map from labels to closed values such that for each [ €
dom(o), if A(7) has type Ref(a), then 6(I) has type o under A, i.e. AF (/) : a.

The interpretation of terms is straightforward.

Definition 2 Let ;A e: o, T;AF M and M = (€, 6). Then the interpretation of e under
M, denoted [[e]]sy is inductively given by the clauses below.

v = &(x) [op(@)]xe = op([e]m)
[elwe = o([ela) [(e.eH)]ne = (lellw, [€Tove)
[T = ¢ [inj;()]we = inji([ella)

In the clause for op we omit to detail the straightforward workings of op on first-order
values.

Notation 1 The following notation is useful later. Let M = (&, 0).

o Given u ¢ fv(M), we write M- u : V, or often (§-u : V,0), for a model that extends
M by one entry with the value V, and similarly for M - X : o, provided X ¢ ftv(M)
and o closed.

e If [ € dom(c), M - [l — V] is the model obtained from M by updating the store at
[ with V. Similarly, and assuming appropriate typing, M[x — V]| means M[l — V],
where the reference x is mapped to location / by M.

e Given x & fv(My), we write My <.q, M if, for some V, either M, défﬂvfl -x: V% or
o = Ref(B) and M, dﬁfJ\/[l x:1-[I— V] with [ & fl(M;). We write M <z.q M’ for
M <spag -+ Sy M

Informally, M; <y.q, M when M, is the result of adding exactly one free name to M;.
If o is a reference type, then M, either adds a fresh location / as denotation for x and a
value stored at /, or, alternatively, coalesces x with another, existing reference name, by
letting the x’s denotation be an already existing location. If on the other hand o is a value
type, then there is always a new entry in M, which maps x to an appropriate value. Models
extensions <,.q are used in the interpretation of first-order quantifiers.

We use the following standard observational equivalence between terms.
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Definition 3 (observational congruence) Assume that I';A = M5 @ o. We write TA =
(M1,01) = (M>,0,) if, for each typed context C[-] such that A - C[M;] : Unit for i = 1,2:
(C[M]], (51) Y iff (C[Mz], 62) y.

Next we present the satisfaction relation M |= C. All definitions are standard except for
evaluation formulae which follow (Honda ez al., 2005) content quantification and standard
quantifiers, which use model extensions as introduced above.

Definition 4 Assume M = (§,5) is a model. Assume in addition that I';A + C. Then we
say M satisfies C, written M |= C, if the following conditions hold inductively.

M = e = b if o =B and ([er]|r, 0) 2 ([e2]lar, 0).

M E —Cif M £ C, ie. if it is not the case M = C.

M 'ZC] ANCyif M 'ZC] and M }ZCz.

M'ZC] VG if M lZC] OI‘M|:C2.

MEC) DG if M = C implies M | ;.

M = VX.C if for all closed types o, M-X : o |= C.

M = IX.C if for some closed types a, M-X : o |=C.

M E Vx*.C if M |= C for each M such that M <,.q M.

M | Ix*.Cif M |= C for some M such that M <,.q M.

M = {C}lee e = x{C'} if, for each M’ & (€,0') of type I';A such that M’ = C,
we have, for some V of appropriate type, we have ([[e]|ac[[€/]ac, o) I (V,0”) and
&x:v,0")=C.

M [= [le] C if [e] i = and for all V of appropriate type, we have M[l — V] = C.

M = (le) Cif [le] v = and for some V of appropriate type, we have M[l — V] E=C.

Some observations follow.

e The clauses for universal and existential quantification give the standard definition
whenever o is a value type. If it is a reference type, it allows x to be aliased to existing
locations, but does not require aliasing.

o The clause for M |= (le) C says: in order to see if (!e) C holds in M, we evaluate e to
see which location it denotes. Let it be /. Then the value stored at [ in M is irrelevant,
all we need to know is if there is some value V such that M|/ — V] satisfies C.

3.3 Content Quantification
We continue with a more in-depth explanation of content quantification and its genesis.

Aliasing and Assignment. A good way of motivating content quantification might be by
analysing Hoare’s original assignment rule and its soundness proof.

[Assign-Orig] (5)

{Cle/!x]} x:= e {C}

In the absence of aliasing, this rule allows us to derive a sound and indeed best possible
precondition for any program x := e, given a post-condition C. The rule works by applying
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a syntactic substitution [e/!x] to C which replaces every occurrence of !x with e. As an
example, since (ly = 2)[!x+ 1/!x] is equal to !y = 2 in the absence of aliasing,

{ly=2}x:=lx+1{ly=2} (6)

can be derived from [Assign-Orig]. But if aliasing is a possibility, this last assertion is
inappropriate. Instead we need to consider two possibilities:

{x#£yAly=2}x:=lx+1{ly=2} {x=yAly=2}x:=lx+1{ly=2}

Note that [Assign-Orig] corresponds to the left of those, but is useless for deriving the
assertion on the right, due to the syntactic nature of the rule’s substitution. In fact, we don’t
usually want two assertions here, but rather one, that covers both cases, that when x and y
are aliases and that where they are not:

{x£yDly=2)A(x=yDly=1)}x:=lx+1{ly=2} 7

The key question is: what kind of rule would allow to derive assertions like (7) conve-
niently?

Content Quantification. To explain the role content quantifiers play in answering the
last section’s closing question, we consider Hoare’s [Assign-Orig] once more. Proving its
soundness amounts to establishing that C[e/!x] is the unique (up to logical equivalence) Cy
such that equivalence

MECG iff Mx— [e]n] =C ®)
holds. Here M is an arbitrary model, [[e]]a gives the denotation of e in that model and
M|x +— [[e]]v] is the model that coincides with M everywhere, except that the reference x
now stores [[e]]nr. We leave the details of models informal as models of Hoare’s original
logic are well-understood. Later we shall be more precise.

M represents the state before the assignment, while M[x — [[e]]5(, the update of that state
by e’s denotation, is the state after assigning the denotation of e (calculated in the initial
state M) to the location referred to by x. Even if x is aliased, M[x — [[e]}q] gives the correct
update. Thus (8) says that, for C to hold as the description after the assignment x := e, the
pre-condition Cy should be such that M |= Cy holds if and only if Mx — [[e]]s] = C holds.
We already know we cannot use the result of syntactic substitution C[e/!x] for Cp in the
presence of aliasing. But why did it work in the alias-free setting? Let us consider a typical
soundness argument.

Myx = [eml=C & Mem:e]nlx— [ea FCA x=m ©)
= M-m: [e]mETx(CA Ix=m) (10)
& MEIm.(3x.(CAlx=m) Am=ce) (11)
= MI=Cle/!x] (12)

In (9), we simply adjoin a fresh name m, denoting [[e[a to M and add !'x = m to the
formula. In the next step (11) we hide x by existential abstraction, thus making the truth
value of 3x.(CAlx = m) independent from what the model stores at x. Hence we can drop
the update operation [x — [[e]]. This independence of the formula’s truth value from
x and its content is holds because in the absence of aliasing the only way to access x
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or its content is by explicit dereference !x of x (note that in Hoare’s original logic non-
trivial equations between references are prohibited). Equivalence (11) hides m, again using
existential abstraction. The last line appeals to the equivalence

Cle/'x] = Im(I.(CAlx=m)Am=e) (13)

which gives a logical characterisation of syntactic substitution (we cannot simplify the
right-hand side into 3x.(C A lx=e¢) because !x may occur in e).

We wish to extend this result so it also holds when references may be aliased. This means
to find, given a postcondition C and an assignment x := e, a formula C{e/!x[} such that

Ml=Cle/1x} iff Mx— [e]ad = C. (14)

To find this formula, we mimic the derivation above: the first step is as (9) before, but the
second fails:

M el EC & Mom: [e]acx— [l FC A lx=m

& M-m: [e]aETx.(CA lx=m)
The problem is that although x is no longer free in Jx.(CA!m = x), the truth value of this
formula may still depend on what is stored at x: for example C may be !y =7 and the model

might stipulate that y is an alias of x. To see how to deal with this conundrum, we note that
for all M/, C":

M [x+— [e]w] EC = VM [x—=V]EC Alx=e.

Since we are looking to make the truth value of CAlx = m independent from what stored
at x in the model, not from x itself, this last equivalence is suggestive of our new quantifier
(!x) C with the following semantics, cf. (3):

ME () € vMreV]EC

.8

It is the content V of x, rather than x itself, that is existentially abstracted. C' may still talk
about x, for example saying that x = y, but the truth value of (!x)C’ is now independent
from what M’ stores at x. With content quantification we could reason:

Mx — [e]lm] =C & M-m: [e]lmx— [e]m] ECA x=m (15)
& M-m: [e]m = (1x) (C A lx =m) (16)
& MEIm.(m=e A (Ix)(C A x=m)) 17

Hence content quantification allows to re-introduce the equivalence (13) that witnessed the
correctness of the original Hoare rule, but enhanced, so it is robust under aliasing.

Definition 5 (logical substitutions) Assume m is fresh.
Clez/ler]} < Im.((le1) (C A ley =m) A m=e)

We call {e/\x]} logical substitution of e, for e;. It substitutes e, for !y whenever y is an alias
of e;. There is a dual operation C{ez/!e; |} défVm.(ez =m D [le](m='e; D C)). These
substitutions may be called logical content substitutions or simply logical substitutions.
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By the semantics of content quantification, derivation (15) - (17) re-establishes the logi-
cal equivalence in (8), but in an alias-robust way by replacing Cle/!x] with C{e/!x[}. Thus
we now arrive at the following proof rule.

[AssignBasic]

(Cle/x} T x = e {C} (18)
This rule subsumes the original rule (5) since C{e/!x[} coincides with C[e/!x] whenever
there is no aliasing. The semantic status of [AssignBasic] is clear from the semantics of
content quantification, offering the weakest precondition of C under arbitrary aliasing.

So we seem to have arrived at an analogue of Hoare’s assignment axiom in the presence
of full aliasing by replacing syntactic substitution with its logical counterpart. But does this
new setting help us reason about programs with various forms of aliasing after all? More
concretely, can we derive the judgement such as (7) easily? Does it allow extensions/gen-
eralisation to higher-order programming languages, for example those with the generalised
assignment of the form M := N where both M and N are appropriately typed arbitrary ex-
pressions? And can we reason about programs with aliasing tract ably and modularly using
content quantification? We explore these topics in the following sections.

3.4 Examples of Assertions

Before presenting the formal semantics of expressions and formulae in Section 3.1, we
discuss various example assertions.

Dereference. The assertion “y = 6" says y is equal to 6. In fact, we should write “yNt = 6”
with a type annotation on y, but often omit obvious or irrelevant detail. A program which
satisfies this assertion is 6 itself, named y. Another program which satisfies this assertion
is 343, again named y. Next, “!y = 6”, says the content of a memory cell named y is equal
to 6. If both z and y refer to the same cell, and if the above assertion holds, then !y = 6
entails !z = 6. A reference can store another reference in the target programming language,
which is easily describable with assertions. For example, “!!ly = 6” (with y formally typed
as Ref(Ref(Nat))) says that the content of a memory cell whose name is stored in another
memory cell y, is equal to 6. Any store where a memory cell named y stores some reference
name which in turn names another cell that stores 6, satisfies this assertion. Of course
neither of these cells may be aliased.

Evaluation Formulae. The following assertion can be considered as a specification for
the program Az.z :=!z x 2, named u.

VxVi{lx=ituex{lx=2xi} (19)

We recall from Convention 1 that the formula “{!x =i} uex{!x =2 x i}” is an abbreviation
for “{Ix=i}uex=z{z=() A x=2xi}”. The returned value () can be omitted because
it is insignificant — () is the unique inhabitant of type Unit. The shorthand also conforms
nicely to standard Hoare triples. The assertion says that u, which denotes a procedure,
always doubles the content of an argument, which should be a reference storing a natural
number.
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The following assertion refines (19), giving a more focussed specification for Az.z :=
1z x 2. It uses inequalities on reference names and evaluation formulae to assert a strong
property of imperative behaviour.

Vi, i, X, yRefX) X, {Ix=i Ax#£yANly=jluex{lx=2xi AxZyAly=j} (20

The assertion says that, in addition to the property already stated in (19), the program
guarantees that x is the only reference it may alter. It will be convenient to use the following
abbreviation for (20).

Vx,i. {Ix=ituex{lx=2xi} @x (1)

Such assertions are called located assertions. (21) says the same thing as (20) but more
concisely. This is discussed in more detail in Section 7.

Content Quantification (1): Existential. We now consider assertions which involve con-
tent quantification and substitution. These examples demonstrate how a complex situation
can be written down concisely using our new quantifiers.

First, as a very simple example, consider an assertion

(I ly=1 (22)

where we have omitted to annotate y with Ref(Nat). The assertion says:

In some possible state, the reference cell y (of type Ref(Nat)) may store 1.

In a hypothetical state, the content of a store may differ from the current one. Since we can
surely hypothesise such a state, the statement is always true, so that (22) is a tautology.

Next we consider an assertion which, by a trivial transformation, is (1x = 2){m/!x[} and
may be considered as the precondition for having “!x = 2” after executing the assignment
“Xi=m.

() (x=2A Ix=m). (23)

A model M satisfies this assertion if and only if there is a model M’ which is exactly like
M except possibly for the value stored at a memory cell referred to by x and which satisfies,
at that memory cell, !x =2 A !x = m. What this means is that the assertion above does not
talk about what is stored at x. All it says that it is possible to fill a memory cell named x
such that we have both !x =2 and m = !x. This entails m and 2 being equal. As this does
not claim anything about the content of x, only about its possible content, the only thing
being asserted in (23) is that m denotes 2 in the model, hence (23) is logically equivalent
tom=2.

The next two examples show how equality and inequality over names interact with ex-
istential content quantification. First, consider

(Ixy(x=yAly=1). (24)

This formula hides the content of x, but also claims that both x and y name the same
memory cell. This latter information is not existentially abstracted by the content quantifi-
cation since it is about x and y, not their content. Because x and y denote the same cell,
the quantification not only hides the content of x but also that of y. This is an immediate
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consequence of the standard equality law (Mendelson, 1987), “x=y A C(x,x) D C(x,y)”
where C(x,y) rewrites some of the free occurrences of x in C(x,x) (to be precise this rule
is applicable since x is free for y in “x = yAly = 17). Hence (24) is logically equivalent to
x=y.

The next example uses inequality instead of equality in the assertion above.

() (x £y A ly=1). (25)

The truth value of x # y is independent from content quantification. Because of this in-
equality, we also know that the content of y is independent from that of x: in other words,
(!x) does not hide the content of y, hence (25) is logically equivalentto x #y A ly =1, i.e.
we can take off the content quantification completely.

Now consider changing “!x = m” in (23) into “ly = m”, obtaining:

M) (Ix=2Aly=m) (26)

which is the same thing as “(!x = 2){m/!y[}”” up to logical equivalence. Thus (26) may
be considered as representing the precondition for arriving at “lx = 2” after executing the
assignment command “y := m”. From our previous examples, we know there are two cases
to consider.

1. If x =y, then the content quantification hides both !y and !x (which are one and the
same thing), hence the formula says m = 2.

2. If x # y, then !y is hidden so m cannot be determined, while x is not hidden. Hence
in this case the formula says lx = 2.

In summary, (26) is equivalent to (x =y D m=2) A (x #y Dlx=2), or equivalently to (x =
yAm=2)V(x#yAlx=2). This is quite different from, say, Ji.(ly=i A lx=2 A m=ly).

Content Quantification (2): Universal. The following two examples use universal content
quantification. It is the de Morgan dual of its existential counterpart: [!e]C is equivalent to
—(le) =C. In general, [!x]C says that C does not mention anything substantial about the
content of (a memory cell named by) x. As a first example, consider the assertion

[Ix]ly=3 (27)

assuming x is typed with Ref(Nat). By definition, (27) literally says the following.

Whatever natural number we may store in x, the number stored in y is 3.

When can this be satisfied? Clearly the content of y should be 3. Moreover, this should be
true when we store in x something different from 3, say 0O, so it also says x and y name
distinct memory cells. Thus the assertion (27) is logically equivalent to “x £y A ly = 3”.
From this we can easily see [!x]!x = 3 is equivalent to falsity since it should mean x #
x A Ix =3 which is impossible.

Universal content quantification offers a powerful tool when combined with located eval-
uation formulae. Recall the located assertion (21) which is for the program Az.z :=!z X 2,
reproduced below:

Vx,i. {Ix=ituex{lx=2xi} @x (28)



A Logical Analysis of Aliasing in Imperative Higher-Order Functions 15

(28) says the program leaves untouched any property of a memory cell except for what it
receives as an argument. So, for example, if the program is fed with x, then, after running,
it leaves an even number in y still even, as far as y is distinct from x.

Vx,i. {Ix=1 A [!x] Even(ly)}uex{!lx =2 xi A [Ix]Even(ly)} @x (29)

which is a consequence of (28) (hence holds for Az.z :=!z x 2 named u), remembering
[Ix] Even(ly) says the content of y is even regardless of the content of x, that is we have
both Even(!y) and y # x. The entailment from (28) to (29) is the analogue of the standard
invariance rule, albeit it is purely logical — the notorious side condition, that a program
does not touch a variable, is directly asserted. It might be useful to note that [!x] C does not
say that C does not dereference x. [!x] C merely asserts that the truth of C is independent
from x’s content. That this is a different statement is clear because for example [!x] !x =!x
holds.

Another occasion where combination of evaluation formulae and universal content quan-
tification becomes useful is when we wish to perform the analogue of the consequence rule
at the level of evaluation formulae. Here it is essential to be able to have hypothetical as-
sertions on state, as the following example shows.

Ix=2 A [Ix](Ix=3>0dd(!x)) A {Odd(!x)}ue(){Even(lx)} (30)

It says that the current content of a memory cell named x is 2, the assertion lx =3 D
Odd(!x) should hold in all hypothetical situations about the content of x, and that invoking
at u will turn an odd content of x to an even one. It is thus natural to conclude (formally
using axioms discussed in Section 4):

=2 A [X](Ix=3D0dd(!x)) A {lx=3}ue(){Even(lx)} 31

By comparing (30) with the following assertion we can see the role of content quantifica-
tion in the assertion above.

k=2 A (x=3D0dd(lx)) A {Odd(!x)}ue(){Even(lx)}

But if 1x = 2 holds then the assertion “!x =3 D Odd(!x)” (which is now also about the
current state) is always true, hence we can no longer obtain {!x =3} ue () {Even(!x)} by
the entailment.

Assertions for the “Questionable Double”. We continue with assertions for two simple
programs. In Section 8 we shall show that these programs do satisfy these specifications
using the proof rules of the logic to be introduced in Section 5.

The first program is the “Questionable Double”:

double? & AaRef(Nat) p yRef(Nat) (.1t 1x s yi=ly+ly) (32)

It is intended to assign the double of the original value for each of two references it receives
as arguments. However, as one can easily see, the program will not behave that way if
we apply the same reference to this program twice, as in ((double?)r)r. For suppose r
originally stores 2. The program takes a pair of two names, which is syntactic sugar for
two subsequent A-abstractions, and can be given the following specification.

Vx,y,i, jAx£yANIx=iAly=jlue (x,y){lx=2i A ly=2j}
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The assertion is silent on what happens when x = y. The next specification, which is also
satisfied by double?, talks just about this case.

Vx,y, i, j. {x=y A \x=i}tue(x,y){x =4i}
Combining these two, we get a fuller specification.
Vx,y, i, j. {lx =iAN ly=jlue (x,y){(x = yAlx =4i) V ( x # yAlx =2iNly =2j)}

The specification for double? suggests how we can refine this program so that it is robust
with respect to aliasing. This is done by “internalising” the condition x # y as follows.

def

double! = A(x,y).if x=y then x:=!x+!x else x:=lx+lx;y:=ly+ly

This meets the “expected” specification:

Y,y i, j. {lx=iAly=jlue(x,y) {Ix=2iAly=2j} (33)
If we use a located assertion, we can further refine (33) to:
Vx,y,0,j. {x=iAly=jlue(x,y) {x=2iAly=2j}@xy (34)

The quantification of x and y extends to the whole formula, including the terminal @xy.
(34) says that we can guarantee, in addition to the functional property described above, that
no reference cells other than those passed as arguments to this program are modified.

Assertions for Swap. A classical example for reasoning about aliasing (cf. (Cartwright &
Oppen, 1981; Cartwright & Oppen, 1978; Kulczycki et al., 2003)) is the swapping routine:

swap &f Alx,y).let z=!x in (x:=ly;y :=2)

It receives two references of the same type and exchanges their content. The assertion
which specifies the behaviour of swap named u is:

Swap(u) & Vxyij {lx=iNly = jlue (x,y){lx = jAly =i}.

Again we can refine the program using a located assertion:
Swap(u) & Vayij {lx=iNly=jlue (x,y){lx=jAly=i} @xy (35)

which gives the full specification for swap.
Our swap above in fact works for a pair of references of an arbitrary type, and is indeed
typable as such in polymorphic programming languages like ML and Haskell. Although
the programming language under consideration does not offer polymorphism, we could
easily add this feature following (Honda & Yoshida, 2004). With this extension, we can

refine (35).
VX VaRef(X) ) Ref(X) ;X ;X

{Ix=iAly=jlue (x,y){Ix= jAly=i}@xy (36)

Circular References. We close this run of example assertions with discussing assignment
to circular references. An assertion for x :=!!x could be the following.

{x=yAly=x} x:=llx {Ix=ux}
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Since originally x and y refer to each other, after putting !!x to x, x should be pointing
to itself. Correct treatment of circular references is often significant in low-level systems
programming: as seen above, the proposed logical framework can treat programs with
circular references without extra effort.

Similarly we can easily specify

{ly=x} x:=(1,inx(ly)) {Ix=(l,inr(x))}

where x is typed with uX .Ref((Nat x (Unit+X))), the type of a mutable list of natural
numbers (one may also use the null pointer as a terminator of a list). The assertion lx =
(1,inT(x)) says x stores a pair of 1 and the right injection of a reference to itself, precisely
capturing the graphical structure of the datum.

4 Logic (2): Axioms

The purpose of this section is to introduce axioms for deriving valid assertions in our
assertion language. We take for granted the usual notions of axiom system, inference rule,
deduction and the like. As is standard (Hoare, 1969), we shall assume that the axioms and
rules from propositional calculus, first-order logic with equality (Mendelson, 1987) and
formal number theory are freely available.

4.1 Axioms for Content Quantification

We start with the axioms for content quantification. Hoare’s logic (Hoare, 1969) allows
tractable reasoning about simple stateful programs because, due to the lack of aliasing, state
change by assignment has a logical description given in (13), obtained from an analysis of
syntactic substitution. This logical description leads to succinct logical laws and reasoning
principles, because the logical operations used in the decomposition of substitution come
with associated logical laws and reasoning principles.

For similarly tractable reasoning about stateful programs with aliasing we likewise need
succinct logical laws and reasoning principles, but for logical substitution. Since logical
substitution has a logical decomposition through content quantification (Def. 5), we need
to axiomatise the new quantifiers. The latters’ semantics suggests fashioning this axiomati-
sation along the lines of axiomatisations for first-order quantifiers. E.g. (Mendelson, 1987)
uses two axioms and a single rule of inference (in addition to Modus Ponens) as a formal-
isation of first-order universal quantification:

e Vx.(A D B) D A D Vx.B provided x does not occur freely in A and
o Vx.A D Ale/x].
e infer Vx.A from A provided x does not appear freely in assumptions.

Our axiomatisation of content quantification given in Figure 2 is analogous: we replace
first-order universal quantification by universal content quantification and instead of re-
quiring “provided x does not occur freely in ...” we stipulate that the formula in question
is syntactically !x-free, to be defined below. Just like “provided x does not occur in A is a
syntactic approximation to A’s truth value being independent from what x’s denotation may
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(CAD  [W(C*DC) D (C1 D[N C) (CA2) [x]Cc>oC
(CA3) [ (lx=m>C) = (Ix) (CAx =m) (CGen) ﬁ

Fig. 2. Axioms and rule of inference for content quantification.

be, so C’s syntactic !x-freedom, written C™™, is a sufficient condition for C’s truth value be-
ing independent from what a model stores at x. Finally, we regard (!x)C as standing for
—[1x] (=C) and add an axiom that connects the two forms of logical substitution given in
Definition 5.

Syntactic x-Freedom. As just mentioned, syntactic !x-freedom is needed to express a
crucial axiom for content quantification. To define this, we begin with the notion of active
dereference ad(-). The intuition behind ad(-) is that if two models M;,M, agree on their
stateless part and on ad(e), then [[e]a, and [[e], are observationally equivalent, and
similarly for formulae.

Definition 6 (active dereference) The active dereferences of an expression e, ad(e), are
inductively defined:

ad(x) =ad(c) &0 ad(op(e)) ¥ U,ad(e;) ...  ad(le) ™ {le}Uad(e)

The active dereferences of a formula C, ad(C), have the definition given next.

def def

ad(e)Uad(e) ad(=C) = ad(C)

def def

)
) ad(C)uad(C’) ad({Cleee =x{C'}) = ad(e)Uad(¢)
ad([le]C) & (ad(C)\{leh)Uad(e)  ad({le)C) L (ad(C)\ {le}) Uad(e)

) £ ad(c)

The need for the — on first glance possibly peculiar — definition ad([!e]C) &f (ad(C) \
{le})Uad(e), and likewise for existential content quantification, is this: the truth value of
[!!x] C does not depend on what a model stores at !!x. It does however depend on what is
being stored at !x. Assume that M |=!x =y and M’ |=1x # y. Then M |= [!1x] !lx =y, but
M FE [Nx] N =1y,

Example 1 (active dereferences)

. T and F contain no active dereferences.

!Ix = 3 has !x as sole active dereference.

. In !!x =!y we have three: !y, \x and !!x.

. {lx=2}!fely=z{lz=1} has ! f and ly as active dereferences.

. ["x] (1'x =!y) has two active dereferences, !x and !y.

. Vx.!lx =ly has !!x, Ix and !y as active dereferences, but the a-equivalent Vz.!!z =y
has !!z,!z and !y. Hence active dereferences are not stable under renaming of bound
variables. This is not problematic as all subsequent uses of active dereferences will
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insist on no member of ad(-) being quantified in the relevant formula. An o-stable
notion of active dereferences can be devised, but would be more complicated.

Definition 7 (syntactic !x-freedom) We generate the set of syntactically !x-free formulae,
8Y=™*. as follows:

1. ['x]C € 8Y™, dually (Ix)C € 8Y™.

2. CANjei#£x€ SY™ and, dually, A\;e; ZxDC € 8Y=™* in both cases assuming that
{le;} = ad(C) and that no occurrence of a free name in an ¢; is bound in C.

3. The result of applying any of the logical connectives (including negation) or stan-
dard/content quantifiers, except Vx and Jx, to formulae in S‘j'b‘ is again in S‘j'!x .

We write C™™ to indicate that C € SY™.

Example 2 (syntactic !x-freedom)

T and F are syntactically !x-free.

Similarly for [!x]C and (!x) C, as well as ly =3 Ax # y.

'y =3 A x #lyis not syntactically !x-free, but !ly=3 A x#!ly A x#yis.

On the other hand, !y = 3 is not syntactically !x-free, even up to =. Intuitively, C™**
says C does not mention the content of x.

Sl e

Explanation of the Axiomatisation. Among the axioms, (CA1) corresponds to the familiar
Vx.(C; D Ca) D (€1 D Vx.Cy) except that we require C; to be syntactically !x-free instead
of x-free. (CA2) is a degenerate form of Vx.C D Cle/x]. (CA3) says that the two ways of
representing logical substitutions coincide, which is important to recover all properties of
semantic update (Cartwright & Oppen, 1981; Cartwright & Oppen, 1978; Morris, 1982a;
Morris, 1982d; Morris, 1982c¢), as discussed in the next section. Finally, we add an infer-
ence rule (CGen), that is the analogue of standard generalisation, which says: “If we can
derive C from the axioms, then we may conclude [!x]C”. This rule assumes deductions
without assumptions (e.g. all leaves of a proof tree should be axioms). If we are to use de-
duction with non-trivial assumptions, we demand assumptions to be syntactically !x-free if
the deduction uses (CGen) for !x. By a standard argument, we obtain a deduction theorem
(Mendelson, 1987). Once a deduction theorem is proven, we can use it to derive many laws
for content quantification.!

For example, given the assumption [!x] (C; AC,), we can derive C; A C, by (CA2) and
Modus Ponens. Then we obtain C; by the elimination rule for A. To the latter we ap-
ply (CGen), which is possible because the assumptions are !x-free, to obtain [!x] Cy; simi-
larly we get [!x] C2, so we obtain [!x] C; A [!x] C; by the A-introduction rule; the other way
round is similar. We also note that (CA2) is not restrictive since from [!x] C we can derive
C{m/'x]} for arbitrary m.

I A different and equivalent axiomatisation of content quantification can be given, again following a first-order
logic, by replacing the rule (CGen) with the axiom C™ > [Ix] C, and closing all axioms under universal content
quantification, cf. (Enderton, 2001)
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Derived Laws. Now we discuss various useful formulae that are derivable in our axioma-
tisation of content quantification. Proofs are straightforward and mostly omitted, but a few

are listed in Appendix 1.

Proposition 1 (modal laws) All these laws have existential counterparts.

1. [’x](clj(:z) [’x]C] [ ]Cz.
2. K= ((C'DC)DO).

3. ([H]C A [X]C) = [IA] (CAC).
4. [¥]C [ x] [1x] C.

5. ([H]C Vv [X]C) DA (CVC).
6. [Ix](CVC) D ([X]C VvV {Ix)C).

(2) allows us to infer [!x]C from [!x]C’ when C’ D C is a tautology. The existential coun-
terpart of (4) is: (!x) (1x) C D (!x) C.

Proposition 2 (miscellaneous laws) In (1, 2, 3) below we have omitted the dual existen-
tial counterparts.

. =[] C = (x) =C.

K] (x=m D C) = {Ix) (C A lx=m).
. C{€ /) \e} =C{e' /e

. [IX]C > C{e/x].

11. C{e/x} D (Ix)C.

1. Let x and y be distinct symbols. Then: Vy.[lx] C = [Ix] Vy.C, and Jy.(!x) C = (!x) Iy.C.
2. ][] C =[x [y]C.

3. () [x]C = [Iv]C.

4, dx.\lx=y.

5. =[] Ix #£y.

6. C™* D [Ix]C.

7

8

9

—
o

Derived axiom (4) does not mention content quantification, but its derivation seems to
require it. Laws (5) and (6) allow us to eliminate and introduce universal content quan-
tifications, and play the key role in reasoning about aliasing. (5) is easily understood as an
analogue of Vx.(x #y) Dy #y ( =F). Note that the reverse of (6) does not hold: [!x] lx =!x
is true, despite lx =!x not being syntactically !x-free. Laws (7) and (8) connect universal
content quantification and its dual. From (8) we immediately infer (9), the equivalence be-
tween the two forms of logical substitutions introduced in Definition 5. (10) corresponds to
the well-known implication Vx.A D A and (11) has the same relationship to A[e/x] D Jx.A.

To state further derivable laws, we need the semantic counterpart of syntactic !x-freeness,
given next.

Definition 8 (!x-free and stateless) C is semantically le-free or simply !e-free when [le] C =
C. C is o-stateless (resp. stateless) if C has no active dereferences of type o (resp. of any

type).
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Clearly C being o-stateless and x being typed by Ref(a) in C imply C is !x-free. Since
[Ix]C D C for any C by (CA2), we know C is !x-free if and only if C D [!x]C. Further
(!x) C = C also characterises !x-freedom.

Remark 1 We usually regard = in Definition 8 as a syntactic notion (i.e. derivability of
[!x] C = C as a theorem in the present logic, involving the axioms in the present section as
well as the ambient logical system such as Peano Arithmetic).

Example 3 (!x-freedom)

e By Axiom 6, any syntactically !x-free assertion is !x-free. Thus T and F are !x-free;
so are [!x]C and (!x)C. However reverse implication does not hold, e.g. x =!x is
easily !x-free but not syntactically so.

e Since !x-freedom is closed under = by definition, any tautologies/unsatisfiable for-
mulae are !x-free. Also C is x-free iff C = Cy such that Cj is syntactically !x-free.

o Assume C & 11e = 37 te # x (where x is of type Ref(Nat)). Then C is !x-free.
Indeed, we can write C = 3r.(le =rAlr =3 Ar #x).

Proposition 3 (further derived laws) In (1, 2, 3) below we assume C| to be x-free.

[!x] (C1 vV Cz) = (C] vV [!X]CZ).

. (!x} (C] A Cz) = (C] A <!X>C2).
[(x] (C1 D C2) =(C) D [Ix]Ca).

X (CA(CDC) D[] C, dually {!x)C D {Ix) (CDC') DC).

. If C D C is a tautology then [!x]C D x| C'.

. [X]C > C{e/ x|}, dually C{e/'x} D (\x)C. Further C{!x/!x[} = C.

. Cis \x-free iff C = (Ix) C iff AC'.(C = (X) C') iff [Ix] C = C iff AC'.(C = [!x] C").

. If C1 5 are \x-free, then C1 xCy (x € {A\,V,D}) is \x-free. If C is \x-free, then —C is
Ix-free. If C is !x-free and x # y, then ¥y.C and 3y.C are both \x-free. If C is x-free,
then ['y]C and (ly)C are both \x-free.

9. If e“ is free for x in C and both Cle/\x| and e are o-stateless, Cle/\x] = C{e/!x[}

(where e is free for \x is defined as in Appendix B and C{e/\x|} is the result of

substituting e for each free and active dereference of \x).

Through (1, 2, 3) Prop. 3 strengthens our observation that “!x-freedom of C” acts as a
substitute for “x not occurring in C” in standard quantification theory. Note that (3) is the
same thing as saying [!x] (C1 D C2) D C; D [!x] G, whenever C is !x-free, the analogue of
the standard axiom for universal quantifications.

Finally, as a simple application of content quantification, we calculate an example from
the Introduction.

C{c/\x}H{e/\x} = Im.((Ix) () (CA Ix=c) A lx=m) A m=e)
= Im.((Ix) (CAIx=c) A ({(Ix)lx=m) A m=e) (%)
= () (CAIx=c)

C{c/\x}}

where (x) uses (!x) ((Ix) CAC’) = (x) C A (!x) C’, which is direct from Proposition 3.
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(el) {C1}xey=z{C} N {C2}x0y=2{C} = {CivC}xey=z{C}
(€2) {C}xey=z{C\} AN {C}xey=z{C>} = {C}xey=2z{C NG}
(e3) {3w*.C} xey=z{C"™} = W {C}xey=z{C'}
(ed) {C"} xey =z {vw®".C"} = Yw® {C} xey=1z{C'}
(e5) {ANC} xey=7z{C'} = AD{Clxey=z{C'}
(e6) {C}xey=2z{A" D ('} D A D {C}xey=z{C'}
(e7) {C}xey=z{C'} D {CAA}xey=z{C' NA}
(e8) [W](CDCy) A {Cotxey=z{C)} A [W](CHDC') D {C}xey=z{C'}

Fig. 3. Axioms for evaluation formulae.

4.2 Axioms for Evaluation Formulae

The set of axioms for evaluation formulae are given in Figure 3. We write C™* to indicate
x ¢ fv(C). With the exception of (e8) all are unchanged from the corresponding axioms in
(Honda et al., 2005). We assume the following convention used throughout the paper.

Convention 2 From now on A,A’",B,B', ... (possibly subscripts) range over stateless for-
mulae, i.e. those formulae without any active dereferences (cf. Example 3 (3)), while C,C’, ...
still range over general formulae.

4.3 Axioms for Data Types

One of the central features of the present logic is its general treatment of data types. Here
we allow reference types to appear anywhere in types, so that data structures can now
be destructively updated in their parts. We incorporate the standard data types, such as
unions, vectors and arrays. Below we consider how arrays can be treated. At the level of
the programming language we add:

S

(types) n= |
(programs) M n= o | MIN]

together with the typing rules:
- I'-M:af] T'HN:Nat

I'a:af] ' M[N] : Ref(o)
The construction above assumes that the identifier of each array to be used is given as a
constant (ranged over by a, b, ...). We further regard expressions a[0],a[l],...,a[n— 1] for

some 7n as values of reference types. These values form part of the domain of a concrete
store: it is also convenient, though not necessary, to include them as part of a reference
basis so that the size of an array is determined from a basis. For statically sized arrays, this
offers clean typing, though there are other approaches. For defining the dynamics of arrays
there are various alternative approaches that differ mostly in how out-of-bounds errors are
handled. Here we assume that an out-of-bound access generates nil of the corresponding
reference type; the dereference of nil leads to err, and err, when evaluated, leads to err of
the whole expression, which follows a standard treatment of type error (Milner, 1978).
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Terms are augmented accordingly:

n | | Ref((X) |

e = .. | a | ele] | size(e) | err®

where, in e[e’] has type Ref(at), provided we can type e with an array type (say of]) and ¢’
as Nat. The type of size(e), denoting size an array e, is Nat, whenever we can type e with
an array type. nilRef(® | which denotes the null pointer and whose type we usually omit, is
typed by Ref(a). err® denotes a (dereference) error of type o, for each a.

We list some of the main axioms for arrays. First, for each constant a of type a], we
stipulate its size:

size(a) =n
for a specific n € Nat (which should conform to the reference basis if stipulated). Next we

have the following axiom for all arrays to ensure that an array of size n is made up of n
distinct references.

Vi (0<ij<size() A i#j O il #ali]) 37)
Another basic axiom for arrays is for their equality (for two arrays of the same type):
(size(x) =size(y) A Vi. (0<i<size(x)—1 D x[i]=y[i]) D x=y (38)
In some languages (such as Pascal), we may also stipulate the inequality axiom:
x#y D Vi j(0<i<size(x)—1A0<j<size(y)—1 D x[i]#y[j]) ((39)

which says two distinct arrays never overlap (note that this axiom is not applicable to, for
example, languages like C/C++ which employ a richer, and less safe, notion of array). Note
that (39) is equivalent to:

Fi,j. (0<i<size(x)—1 ANO0< j<size(y)—1 Ax[i]=y[j]) D x=y. (40)
For those axioms which involve nil and err, out-of-bound errors are treated as:
i >size(x) D x[i] =nil 41)

Further we stipulate:
Inil = err and E&(err) = err (42)

where £[-] is an arbitrary term context. The latter means err used as part of an expression
always leads to err.

In models, we may treat an array as simply a function from natural numbers to refer-
ences such that it maps all numbers within its range to distinct references and others to nil,
cf. (Apt, 1981). Other constraints can be considered following the axioms as given above.

As we shall see later, to obtain a compositional proof system for arrays, we add precisely
one introduction rule (for a constant) and one elimination rule (for indexing). This modu-
larity in introducing new data structures is one of the key features of the present reasoning
framework.

5 Logic (3): Judgements and Proof Rules

This section presents and discusses judgements and proof rules for total correctness.
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5.1 Judgements and their Semantics

Following Hoare (Hoare, 1969), a judgement in the present program logic for total correct-
ness consists of two formulae and a program, augmented with a fresh name called anchor:

{C} MI";A;OL u {Cl}

(We often drop typing annotations for readability.) This sequent is used for both validity
and provability. If we wish to be specific, we prefix it with either I~ (for provability) or |=
(for validity). In {C} M :, {C'}, M is the subject of the judgement; u its anchor, which
should not be in dom(I", A) Ufv(C); C its pre-condition; and C' its post-condition.> We say
{C} MT&% ;. {C'} is well-typed iff

e AFM: q.

e For some I" DT and A’ D A such that u ¢ dom(I" UA’) we have
— I;A'FC,
— T u:o; A+ C', if o is not a reference,
— I';Au:oF C, if o is a reference.

Henceforth we only treat well-typed judgements. Following Convention 1 (5), {C} M {C'}
stands for {C} M :, {u = () A C'} where u is a fresh name, typed as Unit.

As in Hoare logic, the distinction between primary names and auxiliary names plays an
important role in both proof rules and semantics of the logic.

Definition 9 (primary/auxiliary names) Let ={C} M4% :, {C'} be well-typed. Then the
primary names in this judgement are dom(I', A) U {u}. The auxiliary names in the judge-
ment are those free names in C and C’ that are not primary.

Example 4 In a judgement “{x = i}2 x x*Nat:Nat

while i is auxiliary and u is in addition its anchor.

w{u=2x1i}" x and u are primary

Intuitively, {C} MUA%:, {C'} says:

IfT;AE M o is closed by values satisfying C (for dom(I")) and runs starting from
a store satisfying C (for dom(A) and maybe more), then it terminates so that the final
state and the resulting value named u together satisfy C'.

Definition 10 (semantics of judgements) We say the judgement ={C}M"4% :, {C'} is
valid, written |={C}MTA% ., {C'}, iff: for each model M!" 4’ &« (§,0) where I" D T,
ANDOATSAECand (TA)u:ak Cif (§,0) = C then (ME, o) | (V,0’) such that
(&-u:V, o) =C". Here (I";A')-u:omeans I -u: a; A’ whenever o is not a reference type,
otherwise it stands for I”; (A"-u: o).

Note that the standard practice of considering all possible models for validity means con-

sidering all possible forms of aliasing conforming to precondition C.

2 In spite of the designations “pre/post-conditions”, these assertions also describe complex (stateless) properties
about higher-order behaviour and data structures.
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5.2 Proof Rules

We now present the proof rules for deriving valid judgements for imperative PCFv with
aliasing. There is one compositional proof rule for each programming language construct
which precisely follows syntactic structure. Their shape is unchanged from the proof rules
for the sublanguage without aliasing except for a minimal refinement of the rule for assign-
ment, which now uses {¢’/!e[ instead of syntactic substitution [¢’/!e] (cf. Section 3.3) and
an adaptation to our generalised syntax in dereference and assignment. The refinement in
the assertion language and the proof rules reflects that of the type structure of the program-
ming language, i.e. the extension to allow reference types to be carried by other types. This
incremental nature, especially the precise correspondence between type structure and log-
ical apparatus, is central to the family of program logics under investigation by the present
authors.

Recall variables i, j, ... that occur freely in a formula range over auxiliary names in a
given judgement; C™* is C in which no name from # freely occurs (note that this is different
from C*%); and A,A’, B, B, ... range over stateless formulae as defined in Convention 2.

In each proof rule, we assume all occurring judgements to be well-typed and no primary
names in the premise(s) to occur as auxiliary names in the conclusion. This may be consid-
ered as a variant of the standard bound name convention. Whenever a syntactic substitution
is used in a proof rule, it should avoid capture of names, i.e. it should be safe in the sense
detailed in Appendix B.

The compositional proof rules of the program logic are given in Figure 4. [Op] is a
general rule for first-order operators, and subsumes [Const| when arity is zero. We illustrate
the two new rules for imperative constructs, [Deref] and [Assign] in the following.

[Deref]. The rule [Deref] says that:

If, assuming a precondition C, we wish to derive the postcondition C' for the program
IM (whose result we name u), then we should be able to derive from C the same thing
about M (named m), except that we substitute \m for u in C'.

To understand this rule, we may start from the following simpler version.

[Deref-Orig] (43)

{C['\x/u]} 'x:, {C}
The rule says that, if we wish to have C for lx (as a program) named u, then we should
assume the same thing about the content of x, substituting !x for u in C. For example we
may infer:

{Even(!x)} 'x:, {Even(u)}
which is also sound in the present target language and logic. [Deref] generalises [Deref-
Orig] so that it can treat the case when the dereference is done for an arbitrary program of a

(44)

reference type, which can even include invocation of imperative procedures. This becomes
possible by the change of type structure, where references can be used as return values
or as components of data types. An example follows (below and henceforth we often do
not expand simple applications of [Cons], the well-know consequence rule, cf. Figure 7
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A ey (M b (e Ty v (3

def def
Co=C {CIM; i, {Cis1} (0<i<n—1) C,= Clop(mg..m, 1)/u]

Or] (Chop(MoMy1) 2 (C')

(CAA™Y M {C')
oS AT T oy (¥ (Chuox = m (T}

Ap, ]{C}M m{Co} {Co}Nw{CiA{Ci}men = u{C'}}
{C}YyMN :, {C"}

g 1M {Co} {Colt/Bl} M, w{C' {Golf/b]} Mo {C'}
{C} if M then M| else My :, {C'}

g LM (CTm 0} 177 M 1G5} (Coling )] M €'
{C} in; (M) =, {C"} {C} case M of {in;(x;).M; }ze{l 2} ‘u {C’}

{C} M 2 {C' [y (m) Jul}

| {C} M1 2y {Co}  {Co} My i, {C'[(m1,ma) [ul}
{C}mi (M), {C}

[Pair {CT V1. 003) 70 (]

[Proj;]

{CYM 2w {Co} {Co} N {C'{n/ml]}}

(CIM o {Clmfudl} (.
Deref] = ering m oy~ Asien] (CTM=N{C}
(Rec] A7 AV < -B()x/ul} AyM :y {B(i)™}

{A} wedhy.M -, {Vi.B(i)}

Fig. 4. Compositional Proof Rules.

below).
L {T}hx: {z=x} (Var)
2. {T} hex iy {Vx{Timex=z{z=x}} (Abs)
3. {xA{Ttmex=z{z=x}}y: {n=y A {T}men=z{z=y}} (Var, Cons)
4. AT} Axx)y i {!Im =y} (App, Cons)
5. {TH((Awx)y) o {u =1y} (Deref)

As another simple example, let C be given by:
Cdéfo,i.{!x =ijfex=z{z=xAN Ix=i+1},

Then we infer:
{CAx=1} (fx) oy {lu=2 A Ix=2} (45)
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by the following derivation.

1. {CA\x =1} fo {Clm/f] A Ix=1} (Var)
2. {Cm/fiNx =1} x 2 {Clm/f] Nn=x A Ix=1} (Var)
3. {Cm/flANx =1} x 3y {Ix=1A{x=1}men=z{z=xA1x=2}} (2, Cons)
4. {CAx=1} fxy {l=x N Ix=2} (Var)
5. {CAx=1} fxyy {lI=2 AN Ix=2} (4, Cons)
6. {CAIx=1} (fx) o, {lu=2 N Ix=2} (Deref)

Note that the application above not only returns a reference but also has a side effect. In
this way we can use [Deref] for dereferences of arbitrary programs. It is worth observing
that [Deref-Orig] is more efficient when a single variable is dereferenced, which may be
frequent in practice.

[Assign]. The rule [Assign] says that:

If. starting from C, we wish the result of executing M := N to satisfy C', then we de-
mand, starting from C, M named m terminates (and becomes a reference label) to reach
Co, and, in turn, N named n evaluates from Cy to reach C' with its occurrences ofn
substituted for 'm.

Please remember from Section 5 that [Assign] omits mentioning the conclusion’s anchor
(of Unit type) and a substitution of (), the unique Unit-value: {C} M := N {C'} stands for
{C¥M =N, {u= () AC'} with u fresh. This is justified because C[()/x] = C always
holds when x has the unit type. Hence we can always ignore this substitution. A simple
example of its usage follows (the first line is already reasoned in the previous page).

1. {T} Axx)y 3 {m=y} (Var, Abs, App)

2. {m=yAN1=1}1:;, {m=yAn=1} (Const)

3. (Im=yAn=1) D (ly=1{n/Im}

4. {m=y A 1=1}1: {(y=1){n/!m}} (Cons)

5.{T} (xx)y == 1{ly=1} (1, 4, Assign)

Line 3 is derived as:
(m=y An=1) D ['m](m=y An=1)A{(Im)!m=n
D (!m) (m=y An=1A!m=n)
D (ly=1){n/!mf.
The rule may be understood by contrasting it with the corresponding rule for the sublan-
guage without aliasing. There the assignment rule reads:

{C} M 2, {C'[m/ 2]}
(Cyx:=M{C'}

[AssignOrig|

There are two differences between this original rule and [Assign] in Figure 4. First, [AssignOrig]
only allows a variable as the left-value, while [Assign] allows an arbitrary program. Second,
the original rule uses syntactic substitution, while the present system uses the logical coun-
terpart (cf. Section 3.3). The corresponding rule in the present context (only incorporating
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the second point) is:
{C} M {Cm/ x] }

{C}x:=M{C"}
Clearly [AssignVar] is derivable from [Assign] through [Var|.

In many programes, it is often the case that both sides of the assignment are expressions
which are simple in the sense that they do not contain calls to procedures or abstractions.
One such example is a simple assignment to a variable. A little more complex case may
involve simple expressions on both sides of the assignment. One example follows.

[AssignVar]

{x=y A Even(ly)} x:=!ly+1{0dd(!!x) A Odd(!y)} (46)

Note both “!x” and “!!y+ 1" do not have side effects: one may also observe they are both
terms of our assertion language. In such cases, we can use the following rule:

[AssignSimple]

{Cﬂeg/!ell}} e . =e {C}

AssignSimple is directly derivable from [Assign] and the following rule (which is derivable
from other rules: the derivability of this rule is easy by induction on e).

SN/l ()
Above the use of e as a program indicates that it is a term in the logic and a program in
our programming language at the same time. In various programming examples, we often
assign part of a complex data structure to a part of another complex data structure. The rule
[AssignSimple] gives a general rule for such cases.

As already mentioned, structural rules manipulate formulae only. A well-known exam-
ple of a structural rules is:

C>Cy {CoyM: {C)} ¢,oC
{CY M, {C}
Section 7 present located proof rules, which are a derivable generalisation from which the
original structural rules can easily be recovered.

[Cons|

6 Soundness and Elimination of Content Quantification

In this section we present some of the basic technical results about the proposed logic,
including soundness of the proof rules and axioms, and showing that content quantification
can be eliminated.

6.1 Elimination of Content Quantification

Using the axioms for content quantification introduced in Section 4, we establish a major
technical result about our logic, eliminability of content quantification. In other words,
any assertion written using content quantification can be equivalently expressed without.
Before going into technical development, we discuss this fact.

e The result clarifies the logical status of these operators; in particular, semantically,
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we now know they add no more complexity than (in)equations on reference names.
Since (in)equations on reference names can be easily defined using content quanti-
fiers, we know these two notions — quantifying over content of references and dis-
cussing equalities of reference names — are inter-definable.

e As aconsequence, apart from the use of evaluation formulae, validity in the assertion
language is that of the standard predicate calculus with equality. The elimination re-
sult also gives a basis for generalising content quantification, as we do in Section 7.4.

o The elimination procedure only uses the axioms for content quantifications discussed
in Section 4.1 combined with the well-known axioms for equality and (standard)
quantifiers. Thus, relative to the underlying axioms of the predicate calculus with
equality as well as those for evaluation formulae, the axioms give complete charac-
terisation of these operators.

The arguments towards the elimination theorem reveal the close connection between con-
tent quantification, logical (semantic) substitutions C{e’/!e[} and equations on names.
Practically, this connection suggests the effectiveness of their combined use in logical cal-
culations.

Elimination is done by syntactically transforming a formula in the following three steps.
Assume given [le] C or (le) C where C does not contain content quantification (as the trans-
formation is local, this suffices).

1. We transform content quantification into the corresponding logical substitution ap-
plied to C.

2. We transform C into the form of 37.(C; A C;) where C; does not contain active
dereference while C, extracts all active dereferences occurring in C. This step is not
necessary strictly speaking but contributes to the conciseness of the resulting formu-
lae.

3. By the self-dual nature of logical substitutions (C{e’/!e[} = C{e’/!e[}, cf. Prop. 2.9),
we can compositionally dissolve the outermost application of the logical substitu-
tion, so that it now only affects each atomic equation in C, (Cj is simply neglected).
We then apply the axioms for content quantification to turn each into an assertion
without content quantifications.

We start from the first step, which underpins the close connection between content quan-
tification and logical substitution.

Proposition 4 With m fresh, we have [le]C = Vm.C{m/!el}. Dually, again with m fresh,
we have (le) C = Im.C{m/ e[}

Proof

def e
It suffices to treat the case when e = x because each content quantification [!e]C can be
represented as Ix.(x = ¢/ [!x]C), and likewise for existential content quantification. Let m
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be fresh below.
Vm.C{m/ x[} = Vm.C{m/ x[}
= [Ix]Vm.(Ix=m D C)
= [Ix]C
While the second statement is dual, we record it anyway:
Im.C{m/ x|} Im.(Ix) (CAlx =m)

(!x) Im.(CA x = m)
(Ix)C

hence done. [

Below the condition z € {x,y} is not substantial since z can be renamed by o-convertibility.

Lemma 1 The following equivalences hold with x € {\,V,D} and Q € {V,3}.
(CrxCo)fy/ x; Ciily/xlt xCodly/ 1y

O/l = (/%)
(Qz.O){y/ x|} = Qz.(C{y/x[})
{C}eee =x{C'}Hy/ x}} = Juv. ({Cluev=w{C'} N (u=e Av=2e){y/x})
C{y/\x} = c™

In the third line we assume z & {x,y}.

Proof
It suffices to prove the cases of x = A and Q =V as well as the negation. For A:

(€1 A C){ly/!xly (€1 A C)ly/ x|

Vm.(y=m D [Ix](Ix=m D (C; ANC2)))
Vm.(y=m D [X]Ai(lx=m D ())
Vm.(y=m D N[Ix](Ix=m D ())
AVm.(y=mD [x](Ix=m D ()
Cirly/!x} A Cofy/!x]}

For V:

(42.C) /) ve (/)

Vm.(y=m D [Ix] (Ix =m D Vz.C))
Vm.(y=m D [x]Vz.(lx=m D C))
Vm.(y=m D Vz.[x](Ix=m D C))
VmNz.(y=m D [x](Ix=m D C))
Vz¥m.(y=m D [x](Ix=m D C))

Vz.(C{y/\x]}).

Finally negation:

(/i) @m () (C A = m) A m=))
Vm.([Ix] (=C V \x#m) V m#y))
Vm.(m=y D [x](x=m D> —C))
(=C) v/ xlt

(=C) v/ xlt
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At the last step we again use self-duality of logical substitution. []

Now we move to the second step.

Lemma 2 Assume C does not contain content quantification and first-order quantification.
Then we can rewrite 3%.C in the following form up to logical equivalence:

EIFE)E.((/\Q =lr) A C)

where (1) 7¢ are fresh and (2) C' does not contain active dererefences.

Proof

. . def .
We construct C, inductively: first we set Cy = (. Now assume that C, is of the form
Cy[!en] where e, is active in C,, and e, does not contain any dereferences. Then we set:

def
Cot1 = G [Cn] Nrp=ey
with ¢,,r, being fresh. Since C has only a finite number of active dereferences, the in-
ductive construction will come to a halt eventually, say at C,,, i.e. C,, is free from active

def . . .. .
dereferences. Then we set C' = C,,. Logical equivalence is immediate. [

Now we are in the final stage: we can decompose a logical substitution (lu = z){m/!x[}
with m fresh, in the following way.

() (lu = zAlx =m) = ) (x=uNlu=zAx=m) V (x # uNlu = zA\!x = m))

!
) (x=uAlu=zAx=m) V (Ix)(x # uAlu=zAlx=m)
x=uAm=z) V (Ix)(x#uNlu=zAlx=m)
x=uim=z) V (x#uNu=2z) A {Ix)Ix=m)
x=uAm=z) V (x#uNlu=z).

(
(
(
(
(

Write [(!u = z){m/x[}]] for the final formula above. Using notation from Lemma 2, and
assuming C does not contain content quantifications, we reason (with m etc. fresh), and
noting, when m is fresh, we have C{m/!x[} = (!x) (CAlx = m):

(Ix)C = Im.C{m/ x|} (Lem.4)
= Im.(Fre.((Nlri=ci) A C)){m/\x]} (Lem.2)
= Im.(Fre.( (Nlri=ci){m/ x|} A C)) (Lem.1)

= Im@EGre (Nl =ci){m/5}]) A CT))
By performing this transformation from each maximal subformula which does not contain

content quantifications, we can completely eliminate all content quantifications from any
given formula. We have thus arrived at:

Theorem 1 For each well-typed assertion C, there exists C' which satisfies the following
properties: (1) C = C' and (2) no content quantification occurs in C'.

The elimination procedure also tells us:

Proposition 5 For any C, [!x] C is equivalent to a formula of the shape:

37.(C'A /\ri # X)
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where ¥ exhaust all active dereferences in C'.

Proof
Just perform the elimination procedure until we reach the final step, at which point we use
[IX]lr=z=x#r. O

We conclude this subsection with the following observation. Let x = y be an equation on
reference names. It is easy to check this equation is logically equivalent to [!x] [!ly] lx =!y,
except when x and y are of the type Ref(Unit). Thus we can replace all (in)equations on
reference names with content quantifications as far as we exclude the trivial store of type
Ref(Unit) from our discussion. Together with Theorem 1, we know that content quantifi-
cations and reference name (in)equations are mutually representable.

6.2 Soundness

In this subsection we present a key result about our logic, soundness of axioms and proof
rules. This result offers foundations for modular software engineering, where replacement
of one module by another with the same specification does not violate the observable be-
haviour of the whole software, up to the latter’s global specification.

Theorem 2 (soundness) If = {C} M :, {C'} then = {C} M ., {C'}.

A similar correctness result holds for all axioms.

Theorem 3 All axioms in Figures 2 and 3 are valid. Further, (CGen) in Figure 2 is sound
in the sense that if C is valid then so is [!x] C.

The straightforward proofs for both theorems can be found in Appendix D.

7 Located Assertions and Reasoning
7.1 Motivation and Syntax

This section formally introduces a located evaluation formula as a derived construct with
associated axioms and rules that together facilitate convenient delineation of computational
effects. Locations in our sense have been used before, in the context of object-oriented lan-
guages, and are sometimes called “modified clauses” (Wing, 1987; Miiller et al., 2003).
Our approach is novel in the following two points: first, the set of locations that a program
can modify is specified entirely within the logic, without appealing to external formalism,
hence the entire logical apparatus is available for specification and reasoning about effects.
Second, and relatedly, this form of specification can be combined with content quantifica-
tion for a powerful generalisation of the standard Invariance Rule.

We motivate our approach with an example. For modular reasoning we would like to
infer a judgement for M; N from judgements {C;} M {C}} and {C>} N {C}}, where C;,C}
should not talk about things that are only relevant for inferring {C>} N {C}} and vice versa.
Ideally we would like a rule as easily applicable as:

{armi{c} {GIN{G}
{CIAG) M;N {C] NGy}

(47)
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But this is unsound. The execution of M might invalidate assumptions inscribed in C;.
Similarly, running N may destroy guarantees made by C|. However, if we knew that C’s
truth-value was independent from M’s effects, and that Ci was likewise isolated from N’s
destructive updates, (47) would in fact be sound. With content quantification, this is easily
expressed: assume all of M’s effects were in %, then [!X] C, would be !%-free, i.e. indepen-
dent from M’s effects. Similarly, with N’s effects in §, (!5) C| is !y-free. If we use located
assertions {C} L {C'} @z as syntactic sugar to express that {C} L {C'} holds and that all
of L’s effects are contained in Z, then the following refinement of (47) is sound:

{apmi{cies {GIN{G}ey
{G ARG MNA{G A ()G} @5y
It is noteworthy that this rule does not require ¥ and j to be disjoint, or that C; does not
mention names in ¥ and vice versa. The rule directly infers a judgement for a sequenced
pair of programs from independent judgements for the component programs.
The syntax of located evaluation formulae, or located assertions, takes the following
form:

(48)

{Cleoed =x{C'} @{ey,er,...,en} (49)

where each e; should be of a reference type. {ey,..,e,} is called effect set. We usually write
an effect set as a sequence, i.e. we write the above formula as:

{Cleee =x{C'} @eje;...c,.

Expressions in effect sets are interpreted in the precondition: thus if e; above includes a
variable, it should already occur in the precondition C. Similarly we introduce the notation

{CY M, {C'}@{ey,ez,....e4} (50)
where again if ¢; includes a free variable then it should occur in C. We again usually write
{Cleed =x{C'} @eje;..c,.

In both located assertions and judgements, the following convention allows more flexible

manipulation of effect sets:

Convention 3 Whenever we use finite effect sets {ei,...,e,} in located assertions or lo-
cated judgements, we assume that no e; contains a dereference, except where intensionally
demand otherwise.

We shall later show that this convention does not lose generality.
Above, effect sets are restricted to finite numbers of references. We later discuss how to
specify an arbitrary effects.

Example 5 (located judgement)

1. Ajudgement {!x =i} x:=lx+1 {lx =i+ 1} @x says that the program increments
the content of x and does nothing else, in particular, x is sole reference whose content
changes.



34 M. Berger K. Honda N. Yoshida

(lel) {C1}xey=z{C}@W N {Cr}xey=z{C}@W {C1VC}xey=z{C}@w

(le2) {Clxey=z{C}@W A {C}xey=z{Cr}@%w = {Clxey=z{CINC}@W

(1e3) {Fu*Clxey=z{C™}@w = Vu*{Clxey=z{C'}@W

(le4) {C"}xey=z{Vu*.C'}@w = Vu* {Clxey=z{C'}@W

(1e5) {ANClxey=z{C'}@w = A D {C}lxey=z{C'}@Ww

(le6) {C}xey=z{A"DC}t@w > A D {Clxey=z{C'}@Ww

(1e7) {Clxey=z{C'}@w D> {CA['W|Co}xey=z{C'A['W]Cy}@W
(Ie8)  [W](CDCo)N{Cotxey=2z{C} @WA[W]|(C;DC") D {Clxey=z{C'}@W

(weak) {Clxey=z{C'}@F D {Clxey=z{C'}@w

(thin) Vu,i{CANu=ilxey=z{C'ANlu=i}@w D {Clxey=z{C'}@W\u

Fig. 5. Axioms for located evaluation formulae.

2. Let M & if x =0 then I else x x f(x—1). Then we have
{Fact(f)} M"Nt:, {u=x!1@0
with Fdéff : Nat=-Nat-x : Nat and Fact(f) Ly <xA{T}fei=il{T}@0.
3. For the same M we have:
{Fact'(f)} M"Nat . {u=x1} @w
where Fact/(f) i <x{T}fei=1i{T}@w. Note that w is auxiliary. The judge-

ment says: if f may have an effect at some reference, then M itself may have an
effect on that reference.

7.2 Rules and Axioms for Located Assertions

Figure 5 lists axioms for located assertions, which refine the original axioms in Figure 3 and
introduce two new axioms for manipulating write effects. The axioms from (lel) to (le6)
simply add write effects to assertions. However (le7) allows us to add universally content-
quantified stateful formulae to the pre/post conditions, strengthening (e7). The reader may
recall having already seen an instance of this rule in (28) and (29) on Page 15. (1e7) is
more general than (e7) in that weakened assertion can be stateful. At the same time (le7)
is justifiable using (e7). For concreteness, take the assertion (28):

{x=ituex{lx=2xi}@x.

Using non-located reasoning, we can derive (29) from (28) as follows: we de-sugar this as-
sertion and apply the laws Vx.C O C[e/x], YX.C D C[o,/X] to obtain for a concrete yRef(Nat):

VNt fix =i A x#y A ly=jluex{lx=2xiAly=j}
Now we use (¢7) to add [!x] Even(j) and get:
Vi{lx=i Ax#£yAly=j A Even(j)tuex{lx=2xi Ax#yAly=j A Even(j)}
By the law of equality, the consequence rule and finally (e3) we infer:

{Fj.(x=i ANx#y A Even(ly) A ly=j)tuex{lx=2xi A Even(ly)}
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Hence by (e8) we obtain:
{Ix=1i A Even(ly)luex{lx=2x1i A Even(ly)} @x,

as required. As in this example, all these rules are easily justifiable using the axioms in
Figure 3.
Next we derive the same assertion using located reasoning. From obtain:

{Ix=iA[x]Even(ly)}uex{lx=2xiAEven(ly)} @x
The following two implications hold:

e (xZyAEven(ly)) D [!x] Even(ly), an straightforward consequence of Prop. 1;
e [Ix]Even(ly) D Even(ly) by (CA2).
Hence [Cons] gives:
{x=iAx£yANEven(ly)luex{!lx=2xiNEven(ly)} @x
By (lel) and [Cons] we obtain:
{Ix=iANEven(ly)}uex{!x=2xi A Even(ly)} @x

which is more structured.

Finally (weak) and (thin) are reminiscent of the weakening rules and thinning rules in
various type disciplines, hence the names.

Regarding reasoning with effect sets, valid located judgements are derivable with the
proof rules for non-located judgements by translating located judgements to non-located
ones. However, doing so would invalidate one of the key points for introducing locations,
namely semi-automatic maintenance of effects. A more efficient method is to use compo-
sitional proof rules that are derivable in the original system, but are tailored for located
judgements. Figures 6 (for compositional rules) and 7 (for structural rules) introduce such
roof rules.

The compositional rules are entirely straightforward, closely following Figure 4, and
listed in Figure 6 to illustrate some subtleties in key rules.

In [Var] we declare the effect to be empty by fiat. The correctness of this is immediate
from the semantics of variables. [Abs] internalises the premise’s effect é into the conclu-
sion’s evaluation formula. [App] does the inverse of this. The only place where new effects
are inevitable is [Assign], which demands that Cy says m (the target of writing) is in the
write effect (the set membership notation “€” is understood to denote a disjunction of
equations).

Among the structural rules in Figure 7, [Weak], [Thinning] and [Invariance] may deserve
illustration. All others are straightforwardly derived from their non-located counterparts.
[Cons-Aux] is easily derived by [Renamel], [Cons], [Aux3] and [Invariance]. Note also that
the original (non-located) structural rules discussed in Section 5.2 are immediately ob-
tained by simple removal of the effect set.
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{CAA™Y M, {C@é
{AY MM 2y {¥x{Cluex=m{C'} @} @0

[Abs]

Varl el x w {CT @0

0 }{C}M1 iy {C1} @61 ... {Cy1} My i, {C'[op(my,...,my) /u]} @6,
{CYop(My,...Mp)  {C'} @66,

{CYM : {Cot@é {Co}N: {Ci A {Cl}mon—u{Cl}@e’}@e”
{CYMN :, {C'} @éc'e”

[App]

VM {Coy@e {Colt/b]} M, =, {C'}@¢ {Co[f/b]} Ma {CYe@e

i€
{C} if M then M, else M, :, {C'} @ée!¢"

oy LM (CTmy W/} @2 (Mo (G @ {cO[mmx,)/m]}Mzu{c’*}@ o

{C}in (M) :, {C'} @é {C} case M of {in;(x;).Mi}ic(12) tu {c"} @ee

{CY My iy {Co} @é1 {Co} My imy {C'[(m1,m2) [u]} @&
{C} <M1,M2> ‘u {C/} @e~1€~2

[Pair]

{CYM 2, {C'[r1(m) /u]} @&
{Cym (M), {C'}@eé

{C} M 2 {C'[im/u]} @&

[Proji] [cy ., {CYee

[Deref]

{CYM :, {Col@é {Co}N: {C'{n/'m}}@e Cyomee

[Assign] {CyM:=N{C'} @ e

{A™ AV < i.B(j)x/u]} Ay {B(i)™"} @2
{A} e dy.M =, {Vi.B(i) }@e

[Rec]

Fig. 6. Proof rules with located judgements.

[Weak]. This rule adds a name to an effect, which is surely safe. As an example usage of
[Weak], we infer :

{Txy {m=x}@0 (Var)
{Txy {m=x}@x (Weak)
m=x D mé€ {x}

{T}3 0 {(Ix=3){n/Ix}}@ 0 (Const)
{T}x:=3{Ix=3}@x (3, 4, Assign)

bl Il el R e

In Line 4, we have (!x = 3){n/!x[} = n = 3 by Proposition 3 (9). Of course we can assign
more complicated expressions. For example, we infer:

. {x=1lxp{m=x A x=1}@x (m=xAlx=1)Dme{x}

2. {m=xA x=1}x+1:5{(Ix=2){n/x}}@0

3. {x=1}lx:=x+1:,{n=2}@x (1, 2, Assign)
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Co>Cy {CoyM: {Cj@é C)>C

[Cons] {CYM:, {C}@e

[CrA}VadCh@e o (CIMufADC) @

2] (v, {ADC}ee {cray M {C} @

é
e

e M (CY@e {OyMi(CY@e | o (CIM e (G @E ()M () @e

[V-Pre {CVG M, {CT@é [CIM o [CIAG @z
[C}Mu{C e (ciM:, {CYee
Aws] 357 e a, (cyee A {CTm, (vic@e
[Invariance] {CIM: {C'}@é Cyis le-free
{CACIM:{CNCyr@e
[Weak] M {Clee [Thinning) {CNe =iy My {C'NIe =i} @&¢" i fresh

{CY M, {CY @&l {cim:, {C're@e

{Co} M= {C} @& € 5 3G/ A 18 (Chli/1 > C))
{CYyMm:, {CYee

[Cons-Aux]

Fig. 7. Derivable structural rules for located judgements.

[Thinning]. The rule symmetric to [Weak] is [Thinning], which removes a reference name
from a write set. Hence the judgement becomes stronger, saying a given program modifies
(if ever) the contents of fewer references. This becomes possible when the premise guar-
antees that the program does not change the content of the variable to be removed. Note
i is fresh, so that there is no constraint on i — the judgement thus says whichever value is
stored in x, it does not alter its content. As an example usage of [Thinning], we infer, noting
C{!'x/!x[} = C (cf. Proposition 3 (6)):

1. (x={x/x} = x=i D xe {x}
2. {x=i}x:=Wx{lx=i}@x (Assign-Simple)
3. {Tix:=x{T}@0 (Thinning)

The inference suggests that through the use of [Thinning], the extensional nature of the
logic is maintained in the proof rules for located judgements.

{CYyM:, {C}@é

[InvUniv] [CATECo M {C A Gy} @2

{C} My, {C/} @e
B A 8 Coy M ACT 1 (161G} @

Fig. 8. Derivable invariance rules for located judgements.
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{CYM; o, {CY@é (1<i<n) /\i<!é,~+1..§,,>C,{ D C'lop(my..my)/u]
{/\i[!élugifl}ci} op(Ml,...,M,,) ‘u {CI} @e]..‘e*n

[Op-eoi]

{CIM:p{Cl}@é1 {Co} N {CoA{{1&)CIAC)tmen=u{C'} @3} @&
{C1 A [1é1]C2} MN :, {C'} @é16263

[App-eoi]

[Assign-coi] {C} M {ClY @6 {O}N:, {ChY@é ((16)CIACy) D (C'{n/ !m} Ameé)
{CIA['é1]Cy M =N {C} @ écié6;

{C1} M) o, {Ci}@e] {Co} My oy, {Cé}@(fg (1&)CINCy D C'[{my,my)/u]
{CiA[le1]Co} (M1, M3) -, {C'} @é163

[Pair-eol]

Fig. 9. Evaluation-order-independent proof rules for located judgements.

[Invariance]. This rule says that, if we know that a program only touches a certain set of
references, and if Cy only asserts on a state which does not concern (the content of) these
references, then Cy can be added to pre/post conditions as invariant for that program. In
practice, we may use the two derivable (and essentially equivalent) rules given in Figure 8,
the derivability of which is through Proposition 3 (6).

The rules [InvUniv] and [InvEx] say that the truth value of Cj is independent from M’s
effects, in which case surely it is invariance. These two derivable rules are sometimes
useful since they allow adding any invariance Cj to a located judgement with a write set &
by simply prefixing with content quantifiers.

As one can easily observe, [Invariance] is a refinement of both the standard invariance
rule in Hoare logic, which has the shape:

FHoare {C} P {C'} P does not touch variables in C,

(S
FHoare {CACo} P {C' ACp}
and the invariance rule for non-located judgements (Honda et al., 2005):
CyM:, {C

{CANAY M, {C'NAY
This rule may also be compared to a similar rule studied by Reynolds, O’Hearn and others
in (Reynolds, 2002; O’Hearn et al., 2004): see Section 9.2 for a detailed comparison. Since
a weakened stateless formula A in (52) is by definition !x-free for any x, [Invariance]
above subsumes (52) (except we are now using located judgements). On the other hand,
[Invariance] is justifiable using (52), cf. Section 4.2.

7.2.1 Evaluation Order Independence

The derived invariance rules can further be combined with compositional rules for located
judgements in Figure 6 to obtain proof rules which are independent from any particular
evaluation order, in the sense that the correctness of the inference does not depend on the
order of evaluation of expressions appearing in the rule (recall the proof rules for operators,
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applications, pairs, etc. all assume a fixed evaluation order, i.e. from left to right). This
important for modular reasoning, cf. Example 8.3.

Evaluation-order independence (EOI for short) in the most general case holds when two
(or more) expressions involved only write to separate stores and, moreover, their resulting
properties only rely on invariants which hold regardless of the state change induced by
other expressions. Here we use a slightly stronger constraint, when the properties of each
expression does not at all depend on written sets of the remaining expressions. Figure 9
lists the EOI-refinement of (located) operator/application/assignment/pairing rules. These
rules are all inferred from the original rule together with two the variants of the invariance
rule, [InvUniv] and [InvEXx].

At the onset of this section we had already illustrated the situation for sequential com-
position. Here is a suitable generalisation of (48):

{arm{ciiea {GIN{G}@a
{Cl N [!e~1]C2} M;N {Clz N <!€~2>Ci} @é1é,
We emphasise once again that this rule does not require €] and &, to be disjoint, or that C,

does not mention names in €1 and vice versa. We continue with a simple example. Let M
be the program y :=!ly+ 1;z:=!z+2.

[Seg-1]

1 {ly=i+{ly+1/y}}y=y+1{ly=i+1} @y (AssignS)
2 {ly=ity:=ly+1{ly=i+1}@y (Cons), 1
3 {lz=j+2{z+1/z}} z:=lz4+2{lz=j+2} @ (Assign$)
4 {lz=jlz:=z4+2{lz=j+2} @z (Cons), 3
S5{ly=inYlz=jM{{!12)ly=i+1Alz=j+2}@yz (Seq-), 2, 4

6 ([V]'z=j) D (y#zAlz=)

7T {(I)ly=i+1)D(y#zDly=i+1)

8 {yA£zAly=iNz=IM{(y#zDly=i+1)ANlz=j+2}@yz (Cons), 5, 6, 7
9 {y#zAly=iNz=j}M{y#z Ay #zDly=i+1)ANlz=j+2}@yz (Invariance), 8
10 {y#zA\ly=iNlz=j}M{ly=i+1A1z=j+2}@yz (Cons), 9

We used the following located version of [AssignS]:
[AssignS] {C{ez/'ei]}} e1 :=ex {C} @& (Coe€é)

Please note that this simple derivation allowed to remove the content quantifiers introduced
by application of [Seq-I] and [Cons]. Interestingly, although [Seg-I] does not require sep-
aration between the two terms under composition, in the last derivation, a distinction be-
tween y and z is a natural consequence. In some cases this may be too restrictive. But it is
easy to generalise [Seqg-1]:

{Ci} M {CinC@é {CoAC}N{Cl@g

{C1A]'e]C} M;N {(18) NG} @ &g

Now some of M’s postcondition can be used in N’s precondition. Clearly, both [Seg]
and [I-Seq] are special cases up to some applications of [Cons]. As an example of using

[Seq-I']
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[Seg-I'], assuming
{x=iANly=j}M{x=i+2Aly=j-3}@xy {Ix=i+2A1z=k} N{C}@yz
are derived. Then we proceed:
L {x=iANly=j}M{x=i42ANly=j—-3}@xy
2 {lx=i4+2AN1z=k} N{C}@xz
3{lx=inly=j A [y|lz=k} M;N {{lyz)ly=j—3 A C} @xyz (Seq-, 1,2
4 (llz=k) D (x,y#z A lz=k)
5 (xg)(ly=/j—-3)D(xz#y)Dly=,-3
6 CoZlx=inly=jAlz=k
7 {x,y#z N Co} M;N {(x,z#yDly=j—3) A C} @xyz (Cons), 3,4,5
8 {x,y£zANCo} M;N{(x#yDly=j—3) A C}@xyz (Cons, Invariance), 7

Similarly, one obtains EOI-rules for operators, application, assignment etc., as given
in Figure 9. All EOI-rules are proved from the corresponding original rule together with
Invariance rules [InvUniv] and [InvEx].

We close this section with a result relating derivability between located and unlocated
judgements. The proof is easy and omitted (to derive [Thinning] we need [Cons-Aux]).

Proposition 6 {C} M :,, {C'} @ § is derivable in the proof rules for located judgements
iff its translation is derivable in the proof rules for non-located judgements.

7.2.2 Soundness of Located Proof Rules and Axioms

Soundness of the located proof rules can be established in two straightforward ways: we
can show them to be derivable using the original non-located rules, or, alternatively, we
can reason directly. In either case, the only non-trivial case is [Thinning]. This is reasoned
using simple instances of [Cons-Aux] (renaming of auxiliary names) combined with dis-
junction on pre/post conditions (derived from [V-pre] and [Cons]). To make the proof more
transparent, we assume all effects to have the same type.
E{CAnz#édNz=iNle =i} M, {C'Nz#eed Nz=iNle =i}
= E{CNAz£eNnz£eNz=i} M {C' Nz#£ENz£Nz=1i} A
E{CAz#£enz=eNz=i} M, {C'Nz#ENz=€Nz=i}
= E{CAz#eNz=i} M, {C'Nz#eNz=1i}

Soundness of other located rules is as for the corresponding unlocated rules.

Theorem 4 (soundness of located judgements) Ift {C} M :,, {C'} @ g then we have
— ()M (Ch g

Theorem 5 All axioms in Figures 5 are sound.

Proof
The proofs are straightforward, either by translation into formulae without effects, or di-
rectly semantically. [
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. Cle/!x x= C s c{e/le e=
[AssignVar] {C{]e/?xl{} Ei - {C‘?} @ [AssignSimple] {Cﬂe'/ﬂ!el}/} eﬂ:z 7 {g} o3

C{e/!x|} Ix-free COx=g
{C}x:=e{Chx=¢}@g

C{eé'/le]} lefree  Cle/le} De=¢g
{CYe:=c {CNle=¢}@g

[AssignVinit] [AssignSinit]

{CreyM{Cl@g
{C}ifethen M {C'} @g

[[fThenSimple]

{CIM:, {CoY @G {Co[t/m]} N{C'}@g' Cylf/m]DC
[fThen] {CYif M thenN {C'} @gg
(Che) D >0 {Chened =iyM{CAe <i}@F ifresh
{C}whileedo M {CA—-e}@g

[WhileSimple)

{CAe =i} My {APACAE <=i} @3
{CAA[t/bINe =iy N{Che <i}@g
CAA[t/b] D ¢ >0 ifresh ISeq] {C}M{G}e@s {GIN{C}eg

(While] —— ot while M do N {C e} @ 27 (CYM:N{C) @gg
[Seq-1] {CiiM{cCi}@é {GIN{C}@é
{C) A [1€1]C2} M;N {Ch A (16) Cl} @ é165
(AppSimple] C > {Clee(e;...ep) =u{C'}@g {CYM: {Cy@g {Co}N: {Crag

{CYeler...en) u {CY@F [Let] {C}letx=Min N, {C'} @3¢

Fig. 10. Located proof rules for imperative idioms.

7.3 Proof Rules for Imperative Idioms

For reasoning about programs written in an imperative idiom, derived proof rules are some-
times simpler to apply directly than the original rules. Figure 10 lists several located proof
rules for this purpose. The initial four assignment rules are directly derivable from the gen-
eral assignment rule in Figure 6. The next two rules for the one-branch conditional are
also easily derivable from the general conditional rule in Figure 6. In [I[fThenSimple], we
assume e is also a term of boolean type in the assertion language (in fact any term e of a
boolean type becomes a formula by e = t, though such translation is seldom necessary).

The two rules for while loops augment the standard total correctness rule by Floyd
(Floyd, 1967). In both rules, ¢’ (of Nat-type) functions as an index of the loop, which
should be decremented at each step. In [WhileSimple], the guard is a simple expression. In
[While], the guard is a general program, possibly with a side effect (which however should
not increase an index). We write A to mean that if there is a primary name in A, it must be
b. Both rules are directly derivable from the original rules through the standard encoding.
Finally the aforediscussed [Seq-1] (L is for independence) is the EOI-version of the standard
rule [Seq].

One of the notable aspects of the presented logic is uniform treatment of data types. As
a basic example, let us take a look at how to incorporate reasoning principle for arrays.
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(Array {CYM :n{Co} @§ {Co} N :»{C'[m[n]/u]}@g" C'[m[n]/u] > 0<n<size(m)
{CYM[N] . {C'} @ g¢’

Clele']/u] D 0< ¢ <size(e)
{Clele']/ul}ele]:u{C} @0

[ArraySimple]

Fig. 11. Located proof rules for arrays.

Section 4.3 already introduced the array data type with a corresponding axiomatisation.
Figure 11 presents the located version of the proof rules for arrays. [Array], together with
the axioms introduced in Section 4.3 is all we need to reason about arbitrary arrays and
operations on them in imperative PCFv. This simplicity partly comes from treating arrays
as a string of references, cf. (Apt, 1981). The second rule in Figure 11 is a derivable version
of [Array| for simple expressions which is often useful. Below we give the reading of
[ArraySimple].

If the initial state, Cle[e’]/u], says that the index ¢’ (of Nat-type) is within the range of
the size of the array e (of of]-type), then we can conclude the array e[e’] named u (of
type Ref(at)) has the property C, with no write effect.

In comparison, [Array] just adds state change by evaluating the array and its index.

It is instructive to see how the dynamics involving arrays, in particular assignments, can
be reasoned about using these rules. For example if you wish to assign a value to an array at
a particular index, which is an operation often found in practice, we can simply specialise
e and €' in [ArraySimple] to reach the following rule:

C{e /lale]} D 0<e<size(a) C{é'/lale]|} Dale]=g
[C1¢ ald]}) alel =¢ {C] @

The rule is direct combination of [AssignSimple] and [ArraySimple]. It is worth expanding
the precondition in the conclusion. Let m be fresh below.

[AssignArray)

C{é /\ale] |} &f Im.((1ale]) (C A lale] =m) A m=¢) (53)

In the right-hand side of (53), if C contains a term of the form !a[e”], then if (C says)
e = ¢” then it is equated with m (hence €); if not, it is unaffected by m. This case analysis
is precisely what underlies the standard proof rule for array assignment, as presented in
(Apt, 1981), which is subsumed by the proof rule above. It is notable that [AssignArray]
can be used when array names themselves can be aliased which is a common situation in
systems programming.

7.4 Generalisation of Effects in Located Assertions

Let S be an intensionally defined set of the shape {y | Cp}, with y a fresh variable of type
Ref(X). In the present paper, we always demand, given such a set, that either Cp = F
(i.e. S is empty) or, if not, 3y.Co = T. In this way Cy only elaborates (constrains) y. The
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generalisation of located assertions can then be written:
{Cleed =x{C'} @S

where S, interpreted in the precondition, becomes a potential set of references to be written.
Note {C}eee’ =x{C'} @e;..e, can be rewritten as {C}eeoe’ = x{C'} @ {y| V;y = ¢;}.

In turn, a generalised located assertion {C}ee e’ = x{C'} @ {y|Cy} can be translated to
the following non-located assertion:

{CYeeoed = x{C'} A VXWX VX {CA-Conly =i} eoe = x {C'Aly=i} (54)

Above we need the first conjunct when Cy = T, in which case (54) becomes simply {C} e o
¢ = x {C'} itself (i.e. we do not delineate the range of the write effects). As the other
extreme case, if Co = F, then (54) becomes {CAly =i} eee’ = x {C'Aly =i} for fresh y
and i, saying, as can be checked, the evaluation has no write effects ever. In this way, we
can regard a generalised located assertion as a shorthand for the corresponding non-located
assertion, and use the axioms for the latter for reasoning about the former.

Generalised located assertions allow compositional reasoning analogous to their finite
counterpart when combined with the content quantification generalised accordingly. We
define, with the same condition on Cy as above:

[1{x|CoYC & Wx.(Co D [1X]C)
The assertion [!{x|Cp}]C reads:

Under any content of the references defined by Cy, the assertion C holds.

The left-hand side has this intended meaning since, by Theorem 1, Vx.(Cp D [!x]C) says
that each x satisfying Cy is distinct from any dereferenced location in C, that is, all locations
satisfying Cp should be distinct from any dereferenced location in C, giving the intended
meaning of [!{x|Co}]C.

The reasoning method that uses generalised forms of located assertions/judgements and
content quantifications directly comes from their translations to the original finite located
assertions. As an example, we have the following invariance rule for generalised located
judgements:

{C}M:, {C'}@s
{C A [IS]Co} M =, {C'NCy} @S
Above we do not mention S in the post-condition since it is interpreted in the precondition
(to allow more freedom in their use, we can introduce variables which denote such sets,
allowing one to write x = S etc.).

As a concrete example, we show how we can use generalised locations for asserting and
reasoning about recursively defined data types, which introduce potentially unbounded
effects. The program:

[Invariance-Gen]

addOne & ug.Ax.case lx of {nil>() |a:y>(a:=la+1;gy)}

modifies the content of every cell reachable from its argument. Hence, naming this program
as f, we can derive the following (rather weak) assertion:

{3 (MN=a=:UN =b:1"A1" =nil)} fel{T} @ab (55)
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if we know the list / is of length 2. However if we do not know the length of /, then we
need to use generalised located assertions.

addoneSpec & wjListe, {acyclic(l)} fel{T} @ {a | reach(l,a)} (56)
Above we use the predicates characterised by the following axioms:

path(l,n,/') = (n=021=I)A(n>0>3"a.(I=a::1" Apath(!l",n—1,1'))).
acyclic(l) = Vi, j.(i# jDpath(l,i,l') D path(l,j,I") DI £1")
reach(l,a) = 3 i(path(l,i,lI') N a=m(l'))

Our target judgement is:
{T} add0One {addoneSpec}, (57)
To derive (57), we use induction on the length of the acyclic list. We only show the inter-

mediate judgements for the case statement immediately before the abstraction, which we
write M and name it as m. We use the following assertion for brevity:

main(f,x) &f {acyclic(x)} f ex{T}@{a|reach(x,a)}
Then the judgement for M is given as:

{len(x,i) A Vy.(len(y, j)NiZj D main(g,y))} M {T}@{a | reach(x,a)} (58)

where len(x,i) asserts the length of an acyclic list x is i, which is easily definable. The
judgement (58) itself is proved using such facts as a tail of an acyclic list is again acyclic
and its length is strictly less than that of the original list. Once (58) is given, we apply the
proof rules for abstraction and recursion to obtain the required assertion (57).

Finally we show the use of [Invariance-Gen), using its counterpart at the assertion level.
If we know Cp only asserts on (say) a list disjoint from x, then we can derive, from
addoneSpec:

vitiste facyclic(l) A[!{a|reach(l,a)}]Co} fe1{Co} @ {a | reach(l,a)}

by adding the invariant assertion to the pre/post conditions.

8 Reasoning Examples

One of the key criteria in evaluating a program logic’s abilities is ease-of-use in verification.
This section illustrates how our logic can be used for reasoning about the correctness of
programs, starting with simple examples discussed in the introduction and Section 3.3.
We conclude our exhibition of the logic’s reasoning abilities by proving the correctness of
higher-order, generic Quicksort.

8.1 Questionable Double (1): Direct Reasoning

In Section 3.4 we introduced the ”Questionable Double”, a program behaving differently
under different distinctions. Let us reproduce the program.

double? & Ax,y).(x =41y =1y+1y)
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We establish the following judgement which says that, if we assume its two arguments to
be distinct, then the program does indeed double the content of the argument references.

{T} double?:, {Vx,y{x#yAlx=iAly=jlue(x,y){lx=2iAly=2j}} (59)
To infer the judgement (59), we use the following two implications.
XEYAIx=iANly=j D (x#yAx=2iAly=j){x+x/Ix} (60)
XZEYANIXx=2iAly=j D (Ix=2i Aly=2)){y+!y/y} (61)
We first establish (60) and (61). For the former:

(x #yA e =2i A ly = j){{be+1x/1x]

= xFZy A x=2i{x+1x/Ixf A ly = j{x+1x/x}
XEYAN x+lx=2i A (x£yDly=)
C XEYyANIx=iANly=j

The reasoning for (61) is identical and hence omitted. We can now present the inference.
We use [AssignVar] discussed already, as well as the obvious extension of [Abs] to cater
for a vector of names, also called [Abs].

. x#ZyAlx=iAly=j D (x#yAx=2iAly=j){x+x/Ix} (60)
2. {(x#yAIx=2iANly=){x+x/Ix}} x =W+ {xAyAlx=2iAly=j} (AssignVar)
3. {x#FyAlx=iAly=j} x :=lxtlx {x#yAx=2iAly=j} (1, 2, Cons)
4. xFyANWx=2iAly=j D (x=2Aly=2)){y+/ly} (61)
5. {(xe=2iAly=2)){!y+ly/Iy}} vy = +ly {Ix=2iAly=2/} (AssignVar)
6. {x#yAWx=2iAly=j} y:=ly+ly {Ix=2iAly=2j} (4, 5, Cons)
7. {x#yAx=iAly=j} x:=Ix+lx;y:=ly+ly {Ix=2iAly=2j} (8, 6, Seq)
8. {T}double?:, {Vx,y{x#yAlx=iAly=jlue(x,y){Ix=2iAly=2j}} (Abs)

Save for unavoidable uses of [Cons], the structure of this derivation follows the syntax of
the program under investigation. The derivation also suggests how to refine this program
to make it alias-robust. This is done by “internalising” the condition x # y as follows.

double! déf?u(x,y).(if x#ythen x:=lx+!x;y:=ly+!ly else x:=lx+!x) (62)
We now infer:
{T} double!:, {Vx,y.{lx=iAlx=jlue(x,y){Ix=2iAIx=2j}} (63)

This judgement indicates that double! is robust with respect to aliasing — it satisfies the
required functional property without stipulating anything about possible aliasing of argu-
ments. The inference follows, using the first few lines of the previous inference. Below in
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Line 11 we set M &fy =Ix+!x;y :=ly+!yand M, & =t

1—7. (As above).

. x=yAlx=iAly=j D (x=2iAly=2/){x+!x/Ix}

9. (x=2i ANly=2)){x+!x/Ix} x:=x+!x {Ix=2iAly=2j} (AssignVar)

10. {x=yAlx=iAly=j} x:=lx+Ix {Ix=2iAly=2j} (1, 2, Cons)

1. {Ix=iAly=j}if x#ythen M) else M) {Ix=2iAly=2j} (7,10, )

12. {T} double!:, {Vx,y{lx=iAly=jlue(x,y){Ix=2iAly=2j}}

We omit detailing the calculation for Line 8.

8.2 Questionable Double (2): Located Reasoning

We have seen, in Section 3.4, that we can use a located assertion to obtain a more “precise”
specification for the Questionable Double. In this case we wish to say that no references
apart from those passed as arguments are potentially modified. Hence we derive:

{T}double?:, {¥x,y. {x#y A lx=iAly=jlue(x,y){Ix=2i Aly=2j}@xy} @0

In the following proof, we derive this assertion using a fully extensional judgement for
each subpart of the program. For combining two assignments, we use [Seg-1] in Figure 10.

L. {lx=i} x :=lx+lx {Ix=2i}@x (AssignVar)
2. {ly=j} y:=ly+ly {y=2j}@y (AssignVar)
3. {lx=i A [IX]ly=j} x:=Ix+lx; y = ly+ly {{Iy) x=2i A ly=2j}@xy (Seq-l)
4. {x#y AN Ix=i A ly=j} x:=Ixtlx;y = y+ly {(x£y Dlx=2i)A ly=2j}@xy (Cons)
S.{xAy A Ix=i A ly=j} x:=Ixtlx; y = ly+ly {Ix=2iA ly=2j}@xy (Invariance)
6. {T}double?:, { Vx,y. ({x#yAlx=iAly=jlue (x,y) {Ix=2iAly=2j} @xy) }@0 (Abs)

Line 5 adds x # y to pre/post conditions. Using the EOI rule [Seq-1] may be considered a se-
mantic strengthening of the “local reasoning”, as advocated in Separation Logic (Reynolds,
2002; O’Hearn et al., 2004). The conclusion discusses this phenomenon in detail.

8.3 Swap

Judgements. Next we verify swap, a program mentioned in the introduction, that ex-
changes the content of two reference cells. We reproduce its code below.

swap déf?»()@y).let z=lxin (x:=ly;y:=2)
Let us also set (taking the located version of its specification):
Swap(u) défo.Vy.{!x =iNly=jlue(x,y){lx=jAly=i} @xy
Using this predicate we wish to establish:

{T} swap:, {Swap(u)} @ 0. (64)
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Located Reasoning. The semantic independence of swap is fully exploited using [Seg-1].
LetA & x= y D i = j below. Note A is stateless

L. {ly=jlx=ly{lx=j}@x (AssignS)
2. {z=i}y:=z{ly=i} @y (Assign$S)
3. {ly=j A [Xz=itx=ly;y=z{{y)x=jA ly=i} @xy (1,2, Seq-l)
4. {Ix=iNy=jAz=i}x:=ly;y:=z{(x£yDx=j) A ly=i}@xy (8, Cons)
5 {fAANx=iNly=jAz=i}tx:=lyy:=z{AA(x#yDlx=j) A ly=i}@xy (4, Invar.)
6. {Ix=iNly=jnz=itx:=ly;y=z{x=jAly=i}@xy (5, Cons
7. {lx=iNly=jtx {Ix=iNly=jAz=i} @0 (Deref
8. {Ix=iAly=j}letz=!xin (x:=ly;y:=2) {Ix=jAly=i}@uxy (6, 7, Let
9. {T} swap:, {Swap(u)} @0 (8, Abs

In Line 6, we used that !x = iA !y = i entails A. The rest is immediate.

Reasoning based on Traditional Methods. For contrast, we now present a derivation
of the same specification using the traditional method a la Morris/Cartwright-Oppen (ex-
pressed in the present framework).

L {(x=jAy=D{z/W}{ly/x}} x =ty {(Ix = jAly=i){z/y]}} @x (AssignS)
2. {(lx=jAly=i{z/}}y:=z{x=jAly=i} @y (AssignS)
3. {(x=jAly=d{z/Hly/x}x:=lys y:=z{lx=jAly=i} @xy (1,2, Seq)
4. (x=iNy=jnz=1i) D (x=jAly=D{z/ Wy} {ly/ x[} (%)
50 {lx=iNly=jAz=ilx:=ly;y:=z{lx=jAly=i}@xy (3, 4, Cons)
6. {x=iNly=jtIx {Ix=iNly=jAz=i} @0 (Deref)
7. {Ix=iNly=j}letz=I!xin (x:=ly; y:=z) {Ix=jAly=i} @xy (5, 6, Let)
8. {T} swap:, {Swap(u)} @0 (7, Abs)

Except in Line 4, all inferences are direct from the proof rules. Below we derive (%),
starting from the consequence and reaching the antecedent.

(e = jAaty = idlz/ 'y /)

= (=) {z/WHY/ XAy = ) {z/y[Hy/ (Pro. 4 (2))

= (x=yDdz=j) A (x#yDdx= )/ Ix} A (z=){ly/!x} (1)

= (x=yDz=){y/x} A (x#£y D= ){ly/Ix} A z=D{y/!x} (Pro. 4 (2))

= (x=yDz=j) A (x#yDdx=j{ly/Ix}) A z=i (Pro. 3)
(x=yDz=j) A (x#yDly=j) Az=i (S1)

Nl

Xx=iANly=jAz=i
This derivation uses Property (S1):
e =lefe"/es]} = ((e=exne =e")V(e#£esNe =le))

or, as its special instance ¢’ =le{e” /le[} = ¢ = €”, in both cases assuming e and ¢’ do not
contain dereferences. The proof is immediate from the axioms.
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ug.\Ma,c,1,r).
if 1 < r then
let p’ = partition(a, ¢, 1, r) in
q(ar c, lr P’_l);
qg(a, ¢, p’'+1l, r)

Fig. 12. Quicksort with a comparison procedure as a parameter.

While the traditional reasoning gives a slightly shorter derivation at the level of proof
rules, it involves non-trivial inferences at the assertion level. This is because the traditional
method (or separation-based methods a la Burstall) cannot exploit semantic independence
between two assignments, unlike ours, via [Seg-1].

8.4 Circular References

We next show the reasoning for x :=!lx, the example, appearing in Section 3, that uses
circular data structures. Reproducing the assertion in Section 3, we wish to prove the fol-
lowing judgement.

{x=yAly=x} x:=!x {Ix=x}.
For the proof we start by converting the pre-condition into a form usable by [AssignVar].
We begin the derivation by noting that

Ix=yAly=x = Ix=x
= Im.(Mx=m A m=x)
= Im.(Mx=m A (Ix)m=x)
= Im.(m =x A (Ix) (Ix = xA\lx = m))
= e = x{!x/ Ixf}

From here it is easy to get:

L. (x=yAly=x) D ((lx=x){!x/1x})
2. {(x=x){"x/Ix}} x:=x {Ix=x} @x  (AssignVar)
3. {lx=yAly=x}x:=IIx {lx=x} @x (1,2, Cons)

The next assertion, also already discussed in Section 3, can similarly easily be derived.

{ly=x}x:=(1,inr(ly)){x = (l,inr(x))}

8.5 A Polymorphic, Higher-Order Procedure: Quicksort

Hoare’s Quicksort is an efficient algorithm for sorting arrays. Apart from recursive calls
to itself, Quicksort calls Partition, a procedure which permutes elements of an array so
that they are divided into two contiguous parts, the left containing elements less than a
“pivot value” pv and the right those greater than pv. The pivot value pv is one of the array
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Ala,e,1,r)

let pv = l!a[r] in
p := 1;
i:=1;

while !i < r
if c('a[!i], pv) then
swap( a[!p], a[!i] )
p:=!'p+1
i::=11+1
swap(a[r], a[!pl);
'p

Fig. 13. Partitioning algorithm.

elements which may ideally be their mean value. In the following we specify and derive
a full specification of one instance of the algorithm, directly taken from its well-known
C version (Kernighan & Ritchie, 1988). Using indentation for scoping, Figures 12 and
13 present the code, assuming a generic swapping procedure like that from Section 36
being globally available (we could have passed the swapping routine as a parameter, like
we do with the comparison function c, without significant effect on specification or proof
complexity, but we wanted to show how our logic can deal with either). In these programs
we omit type annotations for variables, the main ones of which (for both programs) are:

a:X[] ¢: (X xX)=Bool I,r:Nat swap : (Ref(X) x Ref(X)) = Unit

X[] is the type of a generic array (details of polymorphic arrays omitted). Quicksort itself
has the function type from the product of these types to Unit. Partition is the same except
that it return type is Nat.

This program exhibits several features which are interesting from the viewpoint of cap-
turing and verifying behavioural properties using the present logic.

e Correctness crucially relies on the extensional behaviour of each part: when recur-
sively calling itself twice in Lines 4 and 5 of Figure 12, it is essential that each call
modifies only the local subarray it is working with, without any overlap. We shall
show how this aspect is transparently reflected in the structures of assertions and
reasoning, realising what O’Hearn and Reynolds called “local reasoning” (O’Hearn
et al., 2004; Reynolds, 2002) through the use of logical primitives of general nature
rather than those introduced for that specific purpose.

e The program is higher-order, receiving as its argument a comparison procedure.

e The program is fully polymorphic, in the sense that it can sort an array of any type
(as far as a proper comparison procedure is provided).

In the following we shall discuss how these aspects can be treated in the present logic. Even
including a recent formal verification of Quicksort in Coq (Fillidtre & Magaud, 1999),
we believe a rigorous verification of Quicksort’s extensional behaviour with higher-order
procedures and polymorphism is given here for the first time.
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Specification. We now present a full specification of Quicksort (For simplicity, partition
and swap are assumed inlined: treating them as external procedures is straightforward).

{T} gsort :, {VX.Qsort(u)} @0. (65)
where we set, omitting types:
{Eq(ablr)A\Order(c)}
Qsort(u) &f Vabclr. ue(a,c,lr) (66)

{Perm(ablr)ASorted(aclr)} @all...rlip

Here a[l...r]ip is short for a[l],...,a[r],i, p. The variable b is auxiliary and is of the same
array type as a, denoting an initial copy of a, so we can specify the change of a in the
post-condition is only in the ordering of its elements. Each predicate used in (66) has the
following meaning. For the precondition:

e First, the predicates Eq(ablr) and Perm(ablr) use a distinctness condition on ele-
ments of a as well as b, p and i, which we write Dist. Formally: define

Distinct(e;..e,) def Ni<itj<n€i 7 €],
then we set
Dist(ab) & Distinct( a[0]...a[size(a) — 1]b[0]...b[size(b) — 1] pi ).

e Eq(ablr) says: distinct arrays a and b coincide in their content in the range from |
to r (with | and r being in the array bound). In addition, it also stipulates freshness
and distinctness of variables p and i. The formal definition of Eq(ablr) is:

0 <I,r <size(a) =size(b) N Vj.(I<j<r D la[j] =!b[j]) A Dist.
e Order(c) says: ¢ calculates a total order without side effects. Formally, it is the

conjunction of:

— Vxy.(co(x,y) \u T V ce(x,y) \,F). In this assertion “c e (x,y) \,e” stands
for “{T}ce (x,y) = z{z = e} @0” (“the comparison terminates and has no side
effects”);

— Vxy.(x#y D (co(x,y) \\TVce(y,x) \\T)) (“two distinct elements are always
ordered”); and

— (co(x,y) \\TAce(y,z2) \\T) Dce(x,z) \\ T (“the ordering is transitive”).

The use of this predicate instead of (say) a boolean condition embodies the higher-

order nature of Quicksort.

For the post-condition:

o Perm(ablr) says: entries of a and b in the range from | to r are permutations of
each other in content. It also stipulates the same distinctness condition as Eq(ablr).
Formally:

SPerm(ablr) & Jij.(1<i,j<rA lali] =!b[j] A la[j] =!b]i] A
Vi ((I<h<r Ahg{ij}) Dlalh) =b[])) A
size(a) = size(b) A Dist(ab)
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The result of permuting » times is then given by:

Perm®) (ablr) & Eq(ablr)

Perm™*1 (ablr) &ef 3d'.(Perm™ (ad'lr) A SPerm(d'blr))
Note that, as in Eq(ablr), the permutation predicate asserts the full distinction of all
relevant references.
e Sorted(alrc) says: the content of a in the range from | to r are sorted w.rt. the

total order implemented by c. Formally: Sorted(aclr) &t Vi,j(l<i<j<r Dce
(‘ali], ta[j]) . T).
So Qsort(u) in (66) as a whole says:

Initially we assume two distinct arrays, a and b, of the same content from [l to r
(Eq(ablr)), together with a procedure which realises a total order (Order(c)). After
the program runs, one array remains unchanged (because the assertion says it touches
only a), and this changed array is such that it is the permutation of the original one
(Perm(ablr)) and that it is well-sorted w.rt. ¢ (Sorted(aclr)).

Located assertions play a fundamental role in this specification: for example, it is crucial
to be able to assert ¢ has no unwanted side effects. In the rest of this section, we present
highlights and key steps of the full derivation of the judgement (65). Straightforward steps
are mostly omitted, as they can be filled in easily, since reasoning follows the syntactic
structure of the algorithm precisely.

Reasoning (1): Sorting Disjoint Subarrays. First we focus on Lines 4 and 5 in Figure
12), which sort subarrays by recursive calls. The reasoning demonstrates how the use of
our refined invariance rule offers a quick inference by combining two local, extensional
specifications. Concretely, our aim is to establish:

{C1} ala,e,l,p'—1); q(a,c,p' +1,r) {C1} @all...r]ip (67)
where
C def Perm(ablr) A Parted(aclrp’) A Order(c) A Vj<k.QsortBounded(qj) A r—1<k
Cj def Perm(ablr) A Sorted(aclr).

Two newly introduced predicates are illustrated below.

QsortBounded(uj) with j of Nat type is used as an inductive hypothesis for recursion.
It is the same as Qsort(u), given in (66), Page 50, except that it only works for a range no
more than j and that it replaces “Eq(ablr)” in the precondition of (66) with “Perm(ablr)”,
which is necessary for the induction to go through. Formally: QsortBounded(uj) is

{Perm(ablr)A\Order(c)}
VabelrO<r—1<j D ue(a,c,l,r)
{Perm(ablr)ASorted(aclr)}@all...rlip

Parted(aclrk) says the subarray of a from / to r is partitioned at an intermediate index &
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w.r.t. the order defined by c. Formally Parted(aclrk) is given as:

I<k<r A Wi(<j<kO (laltj] =alk] v ce (talj], lalk) \T))
AN
Vi< j<r > (tallj] =ak] v e s (talk], talj]) \T))

A key feature of these two recursive calls is that neither modifies/depends on subarrays
written by the other. As mentioned already, this feature allows us to localise reasoning:
the specification and deduction of each part has only to mention local information it is
concerned with. Joining the resulting two specifications is then transparent through the
invariance rule and basic laws of content quantification. Let é; def a[l..p’ — 1]pi and &3 def
a[p’ + 1..r]pi (which are the parts touched by the first/second calls, respectively). We now
derive:

R.1. {G}q(a,c,1,p—1){C}} @ &

R2. {G3} q(a,c,p'+1,1) {C}} @ &3

R3. {C A ['&]C3} q(a,c,1,p'—1); q(a,c,p’ +1,1) {(163)C), A Cy} @é,¢3
R4. Cy D W .(([le3]Cr A Cy A [1&283) (Co N (162)Cy D C)))

R.5. {C1} gq(a,c,1,p'—1); q(a,c,p'+1,r) {C]} @é&re3 (Cons-Aux)

Line (R.3) uses (R.1-2, Seqg-l), the first two (AppS). The derivation uses the following
abbreviations.

C, = Eq(ab'l(p'—1)) A Order(c) A Vj<k.QsortBounded(q)
Ap —1—-1<k

& Perm(ab'i(p’ — 1)) A Sorted(acl(p' —1))

C; & Eq(ab/(p'+1)r) A Order(c) A Vj<k.QsortBounded(gj) A
r—(p'+1)<k

s & Perm(ab/(p' + 1)r) A Sorted(ac(p' +1)r)

Note each of C,/C}, and C3/C} mentions only the local subarray each call works with. The
auxiliary variable b’ serves as a fresh copy of @ immediately before these calls (we cannot
use b since, e.g. Perm(abl(p’ — 1)) does not hold). (R.1-3) are asserted and reasoned using
b’, which (R.4) mediates into the judgement on b, so that (R.5) only mentions b. The
inference uses [Cons-Aux] (Kleyman’s Rule) from Figure 7. In addition, we need another
straightforwardly derived rule:
C D {Cleeo(e)..e,)=u{C'}@é
APPS) == et (O} @6
Using these rules and [Seq-1], (R.1/2/3/5) are immediate. The remaining step is the deriva-
tion of (R.4), the condition for [Cons-Aux].
First-order logic allows the following entailment

Ci & Ci A3 .(Eq(ab’lr) A Dist’) = v’ .D
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where the definition of D is next.
r—1<k A Eq(ab'lr) A Parted(b'clrp’) N Perm(ab'lr) A Perm(ablr)
p¥ A
Order(c) A I <p' <r A Dist' A Vj < k.QsortBounded(g)
Now clearly
D = C, A Cs = Gy A 18] Cs,

The former implication is by first-order logic while the latter holds since C;!é2. It is also
the case that

D = Parted(b'clrp’) A la[p'] ='b[p'] A Dist’
1. ¢, A G
2. Perm(ab'l(p' — 1)) A Perm(ab'(p'+1)r) (1)
3. la[p]=1'[p]
4. Perm(ab'lr) (2,3)
5. Perm(bb'Ir)
6. Perm(ablr) (4, 5)
7. Sorted(acl(p’ —1)) A Sorted(ac(p’+1)r) (1)
8. Parted(bclrp’)
9. Sorted(aclr) (4,7,8)

Hence in fact
(la[p'] =0'[p'] A Perm(bb'lr) A Parted(bclrp’)) D ((C5 A C%) D CY)
which in turn implies
(Dist’ A la[p'] =0'[p’] A Perm(bb'lr) A Parted(bclrp’)) D ((C5 A C3) D CY).
To this tautology we add universal content quantification with respect to é & é,€3 to obtain
[1¢] (Dist’ A la[p'] =!0'[p] A Perm(bb'lr) A Parted(bclrp’)) D ((Ch A C5) D CY).

But in view of Dist’, all terms in the premise of that last term, are !é-free, hence we apply
Proposition 3.

(Dist’ A la[p'] =0'[p'] A Perm(bb'lr) A Parted(bclrp')) D [1é] ((C5 A C5) D CY).

Now, with Dist’, C} is !&3-free, so C} and (1&3)C} are in fact equivalent, using (e4, ea).
That means we can refine that last big implication.

(Dist’ A la[p'] =0'[p'] A Perm(bb'lr) A Parted(belrp')) D ['€] (({!&3)Cy A C5) D CY).
Combining all this, yields the assertion

Ci D GA&|GAle] (((1&3) CYACS) D CY)
which is (R.4) used above.
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Reasoning (2): Using Comparison. Next we focus on the use of a comparison procedure
in the while loop in partition, which is originally passed to partition as an argument.
We start with the loop invariant.

Perm(ablr) A Order(c) A I <!p,li<r A Leq(acl(!p—1)pv)
Invar & A
Geq(ac(!p)(ti—1)pv) A (Ip<tiDce(la[!p],pv) \\T)

Leq(aclrv) (resp. Geq(aclrv)) says the entries from / to r in a are smaller (resp. bigger)
than v. When inside the loop, the values of p and i differ from the invariant slightly, so that
we also make use of: Ciyjoop M nvarAli < rAr—ti = Jj. The following assertions specify
two cases of the conditional branch.

def . def .

Cihen = inloop/\c.(!a[!l]apv) \T C—then = inloop/\c.(!a[!l]apv) \ F.

We now present the derivation for the if-branch of the loop, where the comparison pro-
cedure (received as an argument) is used at the conditional branch. Below we assume the
conditional body (“ifbody”) has been verified already and let j to be a freshly chosen
variable of Nat-type.

{Invar Ar=1i>0Ar—1i = j}
(InvarAr=!i>0Ar—li=j) D ce(lalil,pv) =z
{ce(lalli],pv) \ zAInvar Ar=1i>0Ar—i= j} @0

{Invar Ar—1i > 0Ar—li= j}

c(lalli],pv) (AppSimple)
{ce (alti], pv) \zAInvar Ar—li > 0nr—li= j} @0
{Cihen} 1body {Invar{li+1/1i}} Ar—i < j)} @all..r —1]ip (omitted)

Cothen O (Invar{li+ 1/l Ar—1i < j)

{Cintoop }if c(la[li], pv) then ifbody

{Invar{li+1/li}f Ar=i < j}@all...r —1]pi (IfThen)

Thus reasoning about a conditional branch which involves a call to a received procedure
is no more difficult than treating first-order expressions. The rest of the verification for
partition is mechanical, so that we reach the following natural judgement:

{Perm(ablr) A Order(c)}
partition(a,c,l,r) iy .
{Parted(aclrp’) A Perm(ablr) A Order(c)} @all..r] pi

Reasoning (3): Polymorphism. We are now ready to derive the whole specification of
Quicksort (65). As noted, the algorithm is generic in the type of data being sorted, so
we conclude with deriving its polymorphic specification. We need one additional rule for
type abstraction (for further details of treatment of polymorphism, see (Honda & Yoshida,
2004)). We also list the rule for “let” which is easily derivable from [Abs] and [App] through
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the standard encoding. Below, ftv(®) indicates the type variables in ®, similarly for ftv(C).
{cyvEae. (C'} X & ftv(T,A) Uftv(C)
{cyvhavXae. tyx.ch

M {Gr@e {G}N: {C}@e
{C}letx=MinN: {C'} @&

[TAbs]

[Let]

o . . o f
We now present the derivation. For brevity we use the following abbreviations: C, &

Perm(ablr) A Sorted(aclr), B &t Perm(ablr) A Order(c) AVj<k.QsortBounded(gj) A

r—I1<k, and B ©T B A 1< r. We also write gsort’ for gsort in Page 48 without the first
line (i.e. without u/A-abstractions), M for q(a,c,l,p'—1) ; q(a,c,p’+1,r).

{B} partition(a,c,l,r) :;y {Parted(aclrp’) AB} @all..r]pi (Invariance)
{Parted(aclrp’) N\B} M {C,} @all...rip (R.5)
{B} let p’ = partition(a,l,r,c) in N {C\} @all...r]ip (Let)
{B'} gsort’ {C,} @all...rlip (IfThen)
{Vj < k.QsortBounded(qj)} Ma,c,I,r).qsort’ :, {QsortBounded(mk)} @0  (Abs)
{T} gsort :, {Qsort(u)} @0 (Rec, Cons)
{T} gsort :, {¥X.Qsort(u)} @0 (TAbs)

This concludes the derivation of a full specification for polymorphic Quicksort.

9 Conclusion

This paper introduced a program logic for imperative higher-order functions with general
forms of aliasing, presented its basic theory, and explored its use for specification and ver-
ification through simple but non-trivial examples. Distinguishing features of the proposed
program logic include: a general treatment of imperative higher-order functions and alias-
ing; provision of structured assertion and reasoning methods for higher-order behaviour
with shared data in the presence of aliasing; and clean extensibility to data structures. We
expect that compositional program logics, capturing fully the behaviour of higher-order
programs, will have applications not only in specification and verification of individual
programs but also in combination with other engineering activities for safety guarantees of
programs.

The logic is built on our earlier work (Honda et al., 2005), where we introduced a logic
for imperative higher-order functions without aliasing. In (Honda et al., 2005), a reference
type in both the programming and assertion languages is never carried by another type,
which leads to the lack of aliasing: operationally, in that work, a procedure never received
or returned (and a reference never stored) references, while logically, equating two distinct
reference names was contradictory. In the present work we have taken off this restriction.
This leads to substantially richer and more complex program behaviour, which is met by a
minimal but powerful enrichment in the logic, both in semantics (through introduction of
distinctions) and in syntax (by content quantification). The added machinery allows us to
reason about a general form of assignment, M := N, to treat a large class of mutable data
structures and to reason about many programs of practical significance such as Quicksort,
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all of which have not been possible in (Honda et al., 2005). We conclude the paper with
discussions on remaining topics and related work.

9.1 Local References

Apart from aliasing and higher-order behaviours, one of the focal points in reasoning about
(imperative) higher-order functions is new name generation or local references, as studied
by Pitts and Stark (Pitts & Stark, 1998). Its clean logical treatment is possible through a
rigorous stratification on top of the present logic. At the level of programming language,
the grammar is extended by new x := M in N with x & fv(M). For its logical treatment, there
are two layers. In one, local references are never allowed to go out of the original scope
(hence they are freshly created and used at each run of a program or a procedure body, to
be thrown away after termination or return: this is so-called stack-allocated variables). In
this case, we do not have to change the assertion language but only add what corresponds
to the standard proof rule for locally declared variables. Below we present a simpler case
when name comparison is not allowed in the target programming language.

{C-X}N n {CO} {El’l('x =n A ['X] CO)}MF;A-x:Ref(OL);B ‘m {C/-x}
{C} newx:=N in MT4P ., {C)

(68)

This rule says that, when inferring for M, we can safely assume that the newly generated x
is distinct from existing reference names, and that the description of the resulting state and
value, C', should not mention this new reference. Note that the universal content quantifi-
cation is naturally introduced at the time of variable declaration: this makes it possible to
reason about the body M assuming x is disjoint from all other references (in fact we could
have used this rule in Quicksort in Section 8.5, by localising the variable 7).

It is notable that the rule above also allows us to treat the standard parameter pass-
ing mechanism in procedural languages such as C and Java through the following simple
translation: a procedure definition “f(x,y) {...}” is transformed into

Mx',y)newx:=x innewy:=y in....

Since x and y are freshly generated, they are never aliased with each other nor with existing
reference names. This aspect is logically captured by (68).

In the fully general form of local references, a newly generated reference can be ex-
ported to the outside of its original scope, reminiscent of scope extrusion in the ®-calculus
(Milner et al., 1992), and may outlive the generating procedure, e.g. An.new x :=n inx. A
procedure can now have local state, possibly changing behaviour at each run, reflecting not
only a given argument and global state but also its local state, the latter invisible to the en-
vironment. This leads to greater complexity in behaviour, demanding a further enrichment
in logics. How this can be handled will be explored in our forthcoming report (Yoshida
et al., 20006).

9.2 Related Work

A detailed historical survey of the last three decades’ work on program logics and reason-
ing methods which treat aliasing is beyond the scope of the present paper. Instead we focus
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on some pioneering and directly related Hoare-like program logics for aliasing. Janssen
and van Emde Boas (Janssen & van Emde Boas, 1977) first introduce distinctions between
reference names and their content in the assertion method. The assignment rule based on
semantic substitution is discussed by Cartwright and Oppen (Cartwright & Oppen, 1981),
Morris (Morris, 1982b) and Trakhtenbrot, Halpern and Meyer (Trakhtenbrot et al., 1984).
The work by Cartwright and Oppen (Cartwright & Oppen, 1981) presented a (relative)
completeness result for a language with aliasing and procedures. Morris (Morris, 1982b)
gives extensive reasoning examples. The work by Cartwright, Oppen and Morris is dis-
cussed in more detail below. Bornat (Bornat, 2000) further explored Morris’s reasoning
method. Trakhtenbrot et al. (Trakhtenbrot et al., 1984) also propose an invariance rule rem-
iniscent of ours, as well as using the dereference notation in the assertion language for the
first time. As arrays and other mutable data structures introduce aliasing between elements,
studies of their proof rules such as (Gries & Levin, 1980; Luckham & Suzuki, 1979; Apt,
1981) contain logical analyses of aliasing (which goes back to (McCarthy, 1962)). More
recently Kulczycki et al. (Kulczycki et al., 2003) study possible ways to reason about alias-
ing induced by call-by-reference procedure calls.

Cartwright and Oppen. Cartwright and Oppen (Cartwright & Oppen, 1978; Cartwright
& Oppen, 1981) show how to use distinctions on reference names and semantic update
as part of Hoare Logic’s standard assertion language. They present a formal result which
decomposes semantic update into reference name (in)equations. They treat a programming
language with multiple assignment, (recursive) first-order procedures and pointers. Their
assertion language uses a specific predicate which says reference names per se are distinct,
rather than having an explicit dereference operator. The underlying model is inspired by
McCarthy’s articulation of imperative computation (McCarthy, 1962) and (Cartwright &
Oppen, 1978; Cartwright & Oppen, 1981) present two related logics.

e First, a logic where the above “distinct” predicate and semantic update are present,
but the programming language has no pointers (hence no aliasing except that coming
from arrays). After observing this semantic update to coincide with syntactic update
in the absence of aliasing, they establish soundness and relative completeness of
their proof rules.

e The second logic extends the first with pointers, at the level of both programs and
assertions. For assignment !x := e (in our notation), it is observed that the assignment
rule {C{le/!'x[} }!x := e{C} (again our notation) suffices, but semantic update is no
longer replaceable by a syntactic counterpart. Then a compositional translation of the
semantic update is presented which uses the “distinct” predicate. They also propose
a rule for procedures which allow pointer passing and discuss its soundness and
completeness.

Despite complexity in presentation, their work is a milestone in the treatment of aliasing in
Hoare’s logic, by (1) distinguishing reference names and content, (2) introducing semantic
update in the assertion language, and (3) showing how semantic update can be eliminated
through decomposition into (in)equations of reference names. Note that (3) is fundamental
for keeping compositional proof rules syntactic in principle.
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In the introduction, we already discussed a basic issue of the logic(s) in (Cartwright
& Oppen, 1978; Cartwright & Oppen, 1981): while semantic update becomes “‘syntactic”
by decomposition, in practice it is hard to carry out real logical calculation. This problem
is acknowledged in (Cartwright & Oppen, 1978; Cartwright & Oppen, 1981). Another
problem was the lack of structured reasoning principles about extensional behaviour of
aliased programs (Cartwright & Oppen, 1978; Cartwright & Oppen, 1981). Treatment of
a higher-order procedures and various data structures (which was beyond the state of the
art at the time) is also left as a future issue. The present work addresses these issues by
clarifying the logical status of semantic update through operators and integrating them
with a standard assertion language. At the level of models, our use of distinctions in models
arguably also contributes to the present logic’s simplicity.

Morris. Independently, Morris, in a sequence of works (Morris, 1982a; Morris, 1982d;
Morris, 1982c), presented essentially the same ideas as Cartwright and Oppen, but in a
syntactically more tractable and uniform framework with treatment of general data struc-
tures including pointers. His approach is an elegant extension of Hoare logic based on
conditional update. Morris also distinguishes a reference name and its content, using x | to
denote the address of x (which is symmetric to the pointer notation x T in Pascal). His tech-
nical treatment centres on the conditional expression rather than semantic update. He starts
from a notion of conditional substitution given as follows, assuming x and y are reference
names of the same type in a given program.

y{e/x} e l=y| theneelsey

Here a term of type Ref(at) denotes its content in the assertion language, hence (in)equality
of names proceeds by taking their addresses. Morris showed, through examples, that his
conditional update is extensible to complex expressions (the corresponding precise ax-
iomatic treatment is first given by Bornat in (Bornat, 2000)). Morris’s conditional update
and its calculation correspond to the calculation for logical substitution in the present logic.

Morris’s approach is equivalent to Cartwright and Oppen’s in the sense that formulae
with conditional expressions are easily decomposed into those without, using (in)equations
on reference names. Morris’s approach is more syntactic and is presented purely in the
setting of the first-order logic with equality. Morris (Morris, 1982a; Morris, 1982d; Morris,
1982c¢) further extends his method with axioms for linked lists, and used the resulting
framework for verification of a Schorr-Waite algorithm.

Separation Logic. A different approach to the logical treatment of aliasing, based on
Burstall’s early work, is Separation Logic by Reynolds, O’Hearn and others (Reynolds,
2002; O’Hearn et al., 2004). They introduce a novel conjunction * that also stipulates dis-
jointness of memory regions. Separation Logic uses the semantics and rules of Hoare logic
for alias-free stack-allocated variables while introducing alias-sensitive rules for variables
on heaps. We discuss their work in some detail since it contrast interestingly with ours,
both philosophically and technically. Their logic starts from a resource-aware assignment
rule (Reynolds, 2002): {e — —} [e] := ¢’ {e+— €'} where e and ¢’ do not include deref-
erence of heap variables and “x — —” stands for 3i.(x — i)”. The rule demands that a
memory cell be available at address e, demonstrating the resource-oriented nature of the
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logic (motivated by reasoning for low-level code). Consequently, {T} [¢] := [¢] {T} is un-
sound in their logic. This command corresponds to x := !x in our notation. {T} x :=!x {T}
is trivially sound in original Hoare logic (Hoare, 1969) and ours.

On the basis of these resource-oriented proof rules, (Reynolds, 2002; O’Hearn et al.,
2004) propose a variant of the invariance rule.

{C}P{C'} (Cy)Nmodify(P) =0
{C* C()} P {C/ * C()}

(69)

The second premise is standard side condition in Hoare logic (modify(P) is the set of all
stack-allocated variables which P may write to). Apart from this side condition, soundness
of this rule hinges on the resource-oriented assignment/dereference rules described above,
by which all the variables (addresses) in the heap that P may write to are explicitly men-
tioned in C. Like the standard invariance rule, this rule is intended to serve as an aid for
modular verification of program correctness.

Separation Logic’s ability to reason about aliased references crucially depends on its
resource-oriented nature, the separating conjunction * and a special predicate +— to repre-
sent content of memory cells. In contrast, the present work aims at a precise logical artic-
ulation of observational meaning of programs in the traditions of both Hennessy-Milner
logic (Hennessy & Milner, 1985) and Hoare logic (Honda et al., 2006b). Another differ-
ence is that our logic aims to make the best of first-order logic with equality to represent
general aliasing situations. These differences come to life for example in the [Invariance]
rule of Section 5, which plays a role similar to (69). Our rule relies on purely composi-
tional reasoning about observable behaviour, which, as examples in the previous section
may suggest, contributes to tractability in reasoning. A concrete derivation may elucidate
the difference, for example the inference below for x := 2; y :=!z through a direct applica-
tion of (69) and [Assign, Inv, Seq, Cons].

{x——-}x=2{x—2}
{ym—Az—ity=lz{y—i A z—i}

== Az ) txi=2y=lz{x—2 %« Ji(y—iAz—i)}
For the same program, a direct application of our invariance rule [Seq-I] gives:
{Tx:=2{Ix=2}@x (Assign)
{Ty:=lz{ly=z} @y (Assign)
{Tx:=2y:=lz{{ly) x=2A ly=lz} @xy (Seq-l)

Reflecting observational nature, the pre-condition simply stays empty. Our inference does
not require x and y to be distinct: (ly)!lx=2 A ly =lz is equivalent to (x #y Dlx =
2) A ly =lz, which is more general than x — 2 x Ji.(y — i A z+ i). Intuitively this
is because content quantification, here (!y), offers a more refined form of protection from
sharing/aliasing.

These examples suggest a gain in generality by using the proposed logical framework
for representation of sharing and disjointness of data structures. While C; * C; is practi-
cally embeddable as Vx.([!é>] C} A [!é1] C}) where &; exhausts active dereferences of C} and
Vx.(Ci xC}) is obtained from C; * C, by moving all quantifiers outside, the examples argue
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that the use of write sets in located judgements/assertions offers a more precise descrip-
tion and smooth reasoning. On its observational basis, the present logic may incorporate
resource-sensitive aspects through separate predicates (e.g. a predicate allocated(e) may
say e of a reference type is allocated). Because of differences in orientation, we expect a
fruitful interplay between Separation Logic and our proposal.

One example of such interplay, applying the analytical power of the present logic, is
a simplification and generalisation of a refined invariance rule involving procedures by
O’Hearn, Yang and Reynolds (O’Hearn et al., 2004). Their rule has several side conditions
about the behaviour of programs, including an operational condition on write effects, and
restrictions on the use of formulae: below we present the corresponding rule in our logic.

C lifree  {Co} N {Ch=Ci} @z  {C A {C}ficll@stM:, {C}@x
{CAC}let f=A().NinM:, {C'AC} @5

(70)

Here f should occur in M only in the shape of f() and never under A-abstraction. This is
easily checkable by typing. The rule says if a program M uses a procedure f assuming that
it only alters %, and under that condition M only alters the content of X, then if we instan-
tiate f to a real program and it touches reference names distinct from ¥ but maintains the
invariance at those reference names, then instantiating that procedure maintains the invari-
ance. The condition on f above is needed, for if we store f or place it under abstraction, the
invariance in stored/abstracted behaviour cannot be maintained: in contrast, in the above
case, we can adjust the invariance at the time of instantiation once and for all. In compar-
ison with the rule in (O’Hearn et al., 2004), (70) differs in that it is purely compositional,
i.e. does not demand conditions on behaviours of M and N outside of judgements. Further,
our rule does not restrict the use of stored higher-order procedures etc. in procedure labels
not adhering to the above condition.

Further Related Work. There are other reasoning methods for programs with aliasing
that are not directly about compositional program logics. In this category we find, for ex-
ample, operational reasoning methods studied by Mason (Mason & Talcott, 1991) and Pitts
and Stark (Pitts & Stark, 1998) (both also deal with local references). These approaches
are complementary and their integration with logical methods such as ours is an interesting
subjects for further study.

Aliasing is an essential feature in low-level code and system-level software. Apart from
Separation Logic, there are several recent approaches which address formal safety guaran-
tee of low-level code addressing higher-order procedures and aliasing in an organised way.
An example of work in this direction is (Hamid & Shao, 2004), where integration of typed
assembly code (Morrisett et al., 1999) and Floyd-Hoare logic is studied to offer a formal
framework to guarantee expressive safety properties for assembly code with references to
higher-order code. How the present approach may be usable with lower level languages is
currently being investigated.

One issue not discussed here is data hiding: for example a call putchar(buff,c) might,
form the client’s point of view, affect only the abstract buffer buff. But from the system’s
perspective the buffer implementation and the precise effect description would be compli-
cated. The problem is that the system’s perspective on putchar is hidden from the user.
With this constraint, is it possible to obtain precise specifications at the user level with-



A Logical Analysis of Aliasing in Imperative Higher-Order Functions 61

out revealing implementation detail? To achieve a smooth interplay between specification
and hiding Leino and Nelson (Leino & Nelson, 2002) propose abstraction dependencies,
a new construct that allows to specify how the user-level view of effects relates to the im-
plementation view, but without sacrificing the modularity afforded by hiding. Since the
aliasing problem becomes more complicated with the diverging perspectives on software
introduced by hiding, studying content quantification in this setting is sure to be interest-
ing.

In (Ahmed et al., 2005), Ahmed, Morrisett and Fluet present a framework ensuring
type-safety for a higher-order call-by-value imperative language in the presence of strong
update, i.e. the update of a variable which can change its type. This may be considered
an extreme form of aliasing. We believe that content quantification can be generalised to
allow compositional logical reasoning even with strong update.

Nanevski, Morrisett and Birkedal (Nanevski et al., 2006) study Hoare Type Theory
(HTT) which combines dependent types and Hoare triples with anchors based on a monadic
understanding of computation. The aim of HTT is to provide an effective general valida-
tion framework that unifies standard static checking techniques (in particular type inference
and type checking) with logical verifications. Their system emphasises clean separation be-
tween program parts which allow effective validation and parts which involve assertions
(represented as types). The assertion language uses an untyped store, and, through the use
of polymorphism, can represent key idioms of separation logic. This allows validation of
programs with strong updates, but local store is not treated. The interplay of the present
assertion-based approach with HTT is an interesting topic for further study, especially re-
garding the integration of static analysis approaches to program verification and with their
assertional counterparts.

Finally, we have recently shown (Honda et al., 2006a) that the logics for pure higher-
order functions and imperative ones without aliasing enjoy strong completeness properties,
including standard relative completeness, and inductive derivability of a characteristic for-
mula for each program. The method used in (Honda et al., 2006a) however does not directly
generalise to aliasing. We leave the question of how to do this open in the present paper.

Acknowledgements. We like to thank the JFP referees whose insightful comments and
suggestions lead to a substantial improvement of this paper. We are also grateful for a
discussion with Norbert Schirmer and Tobias Nipkow prompted our development of gen-
eralised located assertions.
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A Language Details
A.1 Typing

The typing rules are standard (Pierce, 2002) and listed in Figure A 1, using sequents I" -
M : o, which say that M has type o under basis I
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[Var] [Unit] [Num] [Loc]

Fararxra Y EE(:Uni B2 rFb:Bool IFo:Nat UFETT0)
'FM;,:0 o comparable Ix:a-M:B Cx:o=pFA*M:a=p
[Ea] '~ M =M, : Bool [Abs]FFM“.M:aéﬁ [Rec] TP %M a=B
I'EM:a o=xB I'tM:o0=B TEN:a I'M:Bool TEN;:a(i=1,2)
[7so] 'EM:B [App) T'EMN:B (1 I'Fif M then N else N, : o

I't-M:oj4+0, Txi:o; FN; ZB
I'F case M of {in,'(xlq’).N,-},E{]Arz} B

] I'EM:o;
I'kin;(M):a;+op

[Inj [Case]

I'-M;:o; (i=1,2) I'FM:oy xdp

Painl et ) ran o TR ) s (= 1,2)
I'- M : Ref(a . .I'tM:Ref(a) THFN:«a
[Deref) - AEReR ) assign LA T

Fig. A 1. Typing rules. A type o is comparable if it is in {Unit, Bool, Nat, Ref(B)}.

A.2 Dynamics

We list the rules that generate the reduction relation. We start with reductions over pro-
grams (not configurations) based on the usual reduction rules for call-by-value PCF, omit-
ting obvious symmetric rules and the rules for first-order operators.

(AM)V  — M|V /x]
©n((Vi,V2)) — W
case iny(W) of {ini(x;).Mi}ic12y —  Mi[W/xi]
if t then M| elseM, — M,
(ufAgN)W — —  N[W/g][uf rg.N/f]

The rules for assignment and dereference are given next. Below o[l — V] denotes the store
which maps / to V and otherwise agrees with 6. In both rules we let € dom(o).

(4, 6) — (o), o)
=V, 0) — (0, oll=V])
Finally the contextual rules are given as follows.

M—M (M,6) — (M',6')
(M,0) — (M',6) (&M],0) — (¢[M'],0")

where &[] is the left-to-right evaluation context with eager evaluation for first-order op-
erators, pairs, projection and injection. Evaluation contexts are given by the grammar pre-
sented next.

€[] (&l IM) [ (VE[-]) | mi(€]-]) [ inmi(€]-]) | 1€]-]
E]:=M|V:=¢]|if €[ ] then M else N
case &[] of {in;(x;).M;}icq12y | op(V, €[], M)
<8[]7M> | <V7€[D
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We write (M, o) |} (V,o) iff (M,c) —* (V,0'), (M,0) |} iff (M,c) | (V,0’) for some V
and ¢, and (M, G) 1 iff for all n there is a reduction sequence (M,5) —" (M’,c’). Here
—'" is the n-fold relational composition of —.

To have subject reduction, we need to type stores in addition to programs. Write A+ ¢
when dom(A) = dom(c) = fl(c) and, moreover, the types of ¢ match A, i.e. for each
x € dom(c) we have At o(!) : aiff A(/) = Ref(at). Note dom (o) = fl(c) means locations
which occur in the codomain of ¢ also occur in its domain. We set:

AFM,6) & (AFM:oAAFG)

déf{l —I', I'— 2}, we have
[:Ref(Ref(Nat)), I':Ref(Nat) + (M,o)

Note that /: Ref(Ref(Nat)) - M : Unit.

For example, given M ©.=3ando

Proposition 7 (subject reduction) Suppose A+ M : o and A+ (M,G). Then (M,0) —
(M',0') implies A-M': avand A= (M',6").

Henceforth we restrict the reduction relation to well-typed configurations, that is when-
ever we write (M,6) — (M',0’), we assume A+ (M, G) for some A.

B Syntactic Substitution and Name Capture

In the standard predicate calculus with quantification and/or equality, direct syntactic sub-
stitutions on formulae play a fundamental role in reasoning. Using syntactic substitution
needs care in the present assertion language due to implicit capture of names introduced
by content quantification and evaluation formulae. The following definition extends the
standard notion “e is free for x in C” as found in (Mendelson, 1987).

Definition 11 We say a term e® is free for x* in C if one of the following clauses holds.

e is free for x in e] = e5.

e is free for x in —C if it is free for x in C.

e is free for x in C; xC, with x € {A,V, D} if it is free for x in C; and C;.

e is free for x in Qy.C with Q € {V, 3} if e is free for x in C, and, moreover, y € fv(e)
implies x ¢ fv(C).

5. eisfreeforxin {Ci} ejeer = y {Cy} if

e ¢is free for x in C; and G,

e ¢ = ¢&[!¢'] implies x & fv(Cy) Ufv(C,), and

o ifyefyv(e) thenx ¢ fv(C1,Ca,e1,€2).

6. eis free for x in [leg] C if

b=

e ¢is free for x in C; and
e ¢ = &[!¢'] such that ¢’ and e( having the same type, implies x & fv(C).

7. The case (!eg) C is similar to the last.

In (5, 6) €[] is a one-holed expression context, we omit the straightforward definition.
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The last two conditions, 5 and 6, concern name capture by content quantification. As we
formalise later, the semantics of evaluation formulae says that dereferences in pre/post-
conditions of evaluation formulae are implicitly universally quantified. Avoiding inappro-
priate name-capture with content quantifiers is similar to the same problem for conven-
tional quantifiers. This is illustrated next, by considering Clause 6 below. Consider the
following assertion:

c ¥ ;=3 5 [yz=3 (B1)

The assertion is a tautology (i.e. true in any model), saying: if z is 3, then whatever value a

cell named y stores, z is still 3. However the following assertion, resulting from (B 1) when
we apply the substitution [!y/z] naively, is not a tautology (in fact it is unsatisfiable).

Clly/s) & =3 > [y]ly=3. (B2)

Note !y is not free for z in C due to content quantification on !y. (B 2) says that, if the value
currently stored in y is 3, then any value storeable in y coincides with 3, a sheer absurdity.
Thus we should prohibit such substitution being applied to C.

In the standard quantification theory, we can always rename bound variables to avoid
capture of names. In the present case, what we do is to use (standard) existential quantifi-
cation to “flush out” all names in dangerous positions. As an example, take C in (B 1). To
safely apply [!y/z] to C, we transform C to the following formula, up to logical equivalence:

C ¥ (=3 > [H=3) Az=7) (B3)

Note !y is now free for z in C'. We can now safely perform the substitution:
Cly/d € 3Z.((y=3 > [W]Z=3) A ly=7) (B4)

which is again a tautology (as it should be). By carrying out such transformations, we can
always assume e to be free for x in a formula whenever we wish to apply [e¢/x] to C. Thus
we stipulate:

Convention 4 From now on, whenever we write Cle/x] in statements and judgements, we
assume e is free for x in C, unless otherwise specified.

In practical examples, the transformation as given above is rarely necessary.

C Some Proofs for Propositions 1,2 and 3

Proving Propositions 1 and 2 is straightforward. As an illustration we derive Prop. 1.2 as
follows:

I. Ix]CO([x]CDC)DC) (Tautology)
2. X ([X]CD(([X]CDC) D)) (CGen, 1)
3. [IX]CO [N (([X]CDC) D) (CA1, 2)
4. x]c>C (CA2)
5. [X]Co [ ((CD>C)DC) (3, 4)
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As second example derivation is that for Prop. 2.2:

1. y][¥]CDC (CA2)
2. (Y] [x]CDC) (CGen, 1)
3. (][4 C D [H]C (CAT, 2)
4. [x] (][9] C D [y]C)  (CGen, 3)
5. [ [Ix]C D[] [ly]C (CA1, 4)

Next we derive Prop. 3.1: recall that C is Ix-free, i.e. C; = [Ix]C; = (Ix) Cy.

[X](C1VG) = [X([X]CiVE)
D () [X]Cy V [Ix]C2
= (I0C V [X]C
= GV [XG
For the reverse direction:
CV [X]C, = [X]CV [XC = [IX](C V G)

In both cases we use the fact that [!x] C; and (!x) C; are !x-free. Both universal and existen-
tial characterisations of !x-freedom are needed to obtain the desired logical equivalence.
Prop. 3.2 and Prop. 3.3 follow easily from Prop. 3.1.

We continue with derivations for Prop. 3. For Prop. 3.4:

Ix] (CA(CDC)) = [IX]C A [Ix](=C V)
D> [HC A () =C V[ C)
= ([IX]C A (Ix) =C) v (['x] C A [1x] )
= FVv([!Ix]CA[Ix]C)
D [Ix]C’

For Prop. 3.5, observing any tautology is !x-free:

[Ix]C = [IX]C A (CDC)
= [KCA[N(CDC)
= [K(CA(CDC))
) [Ix]C’

For Prop. 3.6, the first statement:

[x]C [IX]CA(Ix) Ix=m
(Ix) (CAlx =m)
Vm.(Ix) (CAlx=m)ANIm.m=e
Im.((Ix) (CAlx=m) Am=¢e)
C{le/!x}
The second statement is the dual of the first statement. For one direction of the third
statement, with m fresh:

C

o 1 Ul

Im.(CA lx=mA Ix=m)
Im.((x) (CA Ix=m) A Ix=m)

C{!x/!x[}.

& Ul
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For the other direction, again with m fresh:

C{!x/!x} C{!x/!x}

Vm.(m=x D [Ix]lx=m D C)
Vm.(m=!x Dlx=m > C)

C

U u g

Prop. 3.7 and Prop. 3.8 are easy and omitted. For Prop. 3.9:

C{e/ x|}

o
aQ
-

Im.((Ix) (CAlx=m) Am=e)
(Ix) (CAIx =)

(Ix) (Cle/!x]\'x =e)

Cle/!\x] A (Ix)Ix=e

Cle/x]

D Soundness

The appendix presents proofs for Theorems 2 and 3.

We have already seen in Section 5 that [Deref] and [Assign], the only non-structural rules
which differ in comparison with their counterparts in (Honda et al., 2005), are semantically
justifiable. As noted there, all other rules are similarly easily justified, with the proofs,
given next, following closely those in (Honda et al., 2005), Section 5.

Convention 5 We write (§-m:M, o) |} (§-m:V, &) | C when (ME, o) |} (V, &) and
(&-m:V, o) = C for someV and &'

We begin with [Var].
& o) ECk/ul = (§-u:fx),0)=CAu=x
=  (§ux,0) | (§-u:k(x), o) C

The proof for [Const] is the essentially the same as above and omitted. For [Op] we show
the case n = 2 for readability.

(& o) EClx/ul A EACIMy iy {C1} A = H{C1 I My 2y {Colop(mimy) /ul}
= (§~m1:M17G)ll(§'m1:V1,61)/\
(&-my:Vi-my:Mp, 61) | (§-my:Vy-mp: Vo, 6) EC, A u=op(mmy,)
= (& -u:op(MiM>), 6) || (§-u:op(ViV), o) EC,
The general n-ary case is similar.
For [Abs] let & &£ & . x: V below.

(& o0)FA
= W.((Ex:V,0) EAAC O (ME, )L (E -m:W, o) =C")
= W(E-x:V,0) EAAC D (MM)EV, o) | (E m:W, o) =C)

= (E-u: (M), 6) EVr{Cluex=m{C"}
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For [App] we infer, with &g =& -m : V:

& o) EC
= (Mé, c)iL(&m:V, co) ECo
= (Né(), co) (éon W, 01) ECIA{Ci}men= M{C/}
= (VW, o)y (§-u:U,0")=C

= (MN)§, 0) 4, (Eu:U,0)C

[Pair] and [Proj] are similar.
For the conditional [If] we set by déft and by def f.

(6 6) FC A b= {CIM o {Co} A (Colb/mlINica (€'} (i€ 1,2))
= (&’MZM, o)l (§~m:b,-, 6)EC) A (§~u:Ni, c;) | (§~u:vi, G/) ':C/
= (&-u:if MthenN,elseN, o) | (§-u:W, o) =C

Here, in the target of the first implication, i is either 1 or 2. Above we used the fact that
closed boolean values are exhausted by t and f.
The proof for [Case] is equally straightforward.

& o) ECA E{CIM: {Co} A E{Colini(x)/m]}N;: {C} (i€ {1,2})
=  (Em:M, o)l (§-m:ini(vi), 6;) FCo A
E&-x:viruN;, o) I (&-x:vi-uivy, o) EC ((€{1,2})
= (E-u:caseMof {in;(x)Ni}icf12y, 0) I (§-u:W, o) =C

Above we used the fact that closed values of sum types are of the form in;(V) with
i € {1,2}. Again, in the target of the first implication, i is either 1 or 2. Next we turn to
the structural rules, given in their located variant in Figure 7. Most of these rules, in the
variant without effects, are proved as the corresponding rules in (Honda et al., 2005). The
proofs of rules which make essential use of effects, [[nvariance], [Weak] and [Thinning],
are straightforward, and hence omitted. [Cons-Aux] is derived from [Cons-Aux] is derived
by [Rename], [Cons], [Aux3] and [Invariance]. Finally [Rename] holds easily as all rele-
vant operations on models and the reduction relation is closed under injective renaming.
Hence we have established Theorem 2.

Next we establish Theorem 3. We begin with the axiomatisation of content quantification
in Figure 2. We need a some preliminary facts.

Lemma 3 M[x — V] <.q M if and only if IM". (M < M"AM"[x+— V] =M').
Proof

Straightforward from the definitions. [

Proposition8 1. Assume ad(e) C {&}: if M |= x # e; for all i, then [e]nwv] =

[[6‘]] Mx—W]-

2. Assume ad(C) C {€}: no occurrence of a free name in e; is bound in C, and M |=
x # e for all i. Then for all V,.W, Mx — V] = C iff M[x — W] EC.

3. If C is syntactically \x-free, then for all V,W, M[x — V] E C iff M[x — W] = C.

Proof
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We show (1) by induction on e. The only interesting case in e =!¢’. By the induction

hypothesis (IH) [[¢'Tacxv) = [€']ntpow] &7 But M |= x # e;, hence [x]ac # 1, hence

with M = (§,0):
o[x— V](l) =o(l) = ofx — W](I).
But then
lellatpev) = olx = VI(I) = olx = W](]). = [ellacomw)-
For (2) we use induction on C. The case e = ¢’ is by (1) and CxC’ as well as —C are imme-
diate by the (IH). For [!e] C (le) C the result follows directly from the semantics of content

quantification. For the case Vx*.C we assume x # y, the case x = y being straightforward.
Then

Mx— V] EW*.C

VM. Mx = V] <y g M DM EC)

= VM .(EM" M <y M" M [x = V] =M) DM EC) (D1)
= VM (M <yqg M" DM [x = V] = C)

= VM. (M <pq M" DM [x = W] = C) (D2)
= VM (M M <y M' M [x = W] =M") DM EC)
= VM . (Mx — W] <.a M' DM =C) (D3)

= Mx— W] EW*C

Here (D 2) is by (IH) and (D 1, D 3) are by Lemma 3.

Finally, the case of evaluation formulae is immediate because for those, the satisfaction
relation 'throws away’ the store part of a model, hence annihilates the effect of update
operations [x — V] etc.

For (3) we proceed by induction on the generation of the assertion C™**. The case of
outermost content quantification is immediate. For C Ax # & where ad(C) C {&} and no
name is inappropriately bound we assume

Mx—V]ECAx#eé.
Hence clearly also M |= x # €. Thus we can apply (2) to obtain
Mx—V]EC iff Mx—W]EC

which immediately implies the required result. Closure under content quantification and
propositional connectives is immediate. Finally, the case of prefixing with quantifiers is
also by the (IH) and almost identical to the corresponding case in (2).

U

We now begin the proof of Theorem 3.

Lemma 4 The axioms and the rule in Figure 2 are sound.

Proof
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For (CA1) we argue as follows

MENCHEDC) = YWMpk—V]E(CDG)

= VW Mx—V]EC ODOMx—V]EQG)

= MECDOVWMrk—V]|EG (Prop. 8.3)
MEC DODME[XC
= ME(C D[G)

(CAZ2) has the following justification.

ME[XC = YWMk—V]EC
o= MEC
For (CA3) we derive
ME[¥](x=m>DC) = YW. Mx—V]|EXx=m>DC)
= YW. Mx—V]|EXk=m D Mx—V]E=C)
= My mlx]=C
= Mx = [m]m] ECAlx=m

= ME (Ix)CAlx=m

Finally, for the inference rule (CGen), we proceed by induction on the length of the proof.

All the axioms are syntactically !x-free, and none of the proof rules of first-order logic
changes this fact, hence the result is again a consequence of Proposition 8.3. This concludes
the proof for the axioms and the rule in Figure 2. [

Next is are the axioms for the evaluation formula in Figure 3.

Lemma 5 All axioms in Figure 3 are sound.

Proof
Proofs for Axioms (el) to (e7) are like the corresponding derivations in (Honda et al.,
2005). Axiom (e8) is immediately from the semantics of evaluation formulae. []

Lemmas 5 and 4 together verify Theorem 3.



