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ABSTRACT Access control (AC) tools implement security policies for controlling access to various assets,
including file systems, physical resources, and social media posts. They are also used as pedagogical tools
for exploring and understanding intricate details of complex security policies. However, current tools are
not developed based on the actual needs of security and policy professionals. They are not equipped to
support basic and vital operations like providing a policy overview, policy comparisons, identifying and
resolving policy conflicts. In this paper, we explore (a) the specific challenges faced in the collaboration
between access control policy makers and implementers, and (b) the limitations that current tools have
towards addressing these challenges. We argue that a lack of effective collaboration between policy makers
and implementers may lead to a misunderstanding of security policy semantics. The main reason for this
problem is that policy makers and implementers use different technical languages for communication. The
lack of a common technical language leads to a miscommunication between the two parties. The key aim of
our work is to review the currently available research-based access control tools and to identify their pros
and cons. To accomplish this, we have reviewed a set of access control tools that have a wide variety of
features and applications. We have also identified a set of tasks that these access control tools possess to
help the work of policy professionals who are involved in the creation, management and maintenance of
security policies. We also compared the functionalities of these tools, the different types of security policies
that they support, and their visualizations. Together, these comparisons provide a clear understanding of what
current access control systems lack and how they can be improved in order to support effective collaboration
between policy makers and policy implementers. We have also found that many of these tools could be more
accessible to non-technical policy professionals to understand the semantics of security policies if these tools
provide features for visualizing security policies.

INDEX TERMS Access control, security policy, information visualization.

I. INTRODUCTION
The successful specification and implementation of access
control are critical to upholding the security practices and
policies of any organisation. Companies are under constant
threat of security breaches from not only hackers but
also from insider attacks as employees may compromise
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the availability, integrity and confidentiality of information
assets [1]. While malicious intentions of the employees may
lead to purposeful compromise of an organisation’s security,
a lack of awareness of the employees is another reason
that may unintentionally compromise the security of the
information assets. Several security breaches have resulted
from a lack of understanding of the semantics of access
control policies and the implications of policy settings that
protect information assets by the employees [2]. Security
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policies not easily understood by average users make it
hard for them to grasp the implications of security settings
even when they are merely setting security rules for social
networking sites [3]. Lam and Churchill [4] investigated
how users assign access controls to their photos on the
photo-sharing website Flickr. They found that only 20% of
the users who participated in the study had changed their
default privacy settings from ‘‘public’’ and assigned some
permissions on their photo collections. Ahern et al. [5]
also studied the use of privacy settings in another mobile
photo-sharing application and found that users were often
granted more access than they intended to. The complexity
of security policies makes it hard for users to understand
the implications of their security settings. Visualization of
these complex policies might aid users in understanding these
policies.

The cognitive effort required to understand the complexity
of access control policies is greater than what policy
professionals can manage [2]. Needless to say that this
cognitive effort is much greater for average users. The
complexity of access control policies range from simple to
highly complex based on the number of rules and constraints
that are added to the policy. A simple AC policy might
grant a user access to a particular file or folder using a
single or a small number of access control rules. In general,
an access control policy is made up of multiple access control
rules which govern access to various electronic resources.
A complex policy can be made up of several AC rules with
various constraints for accessing resources. For example, the
simple case of allowing a user to access a file can be made
complex by enabling the user to access a file only after
entering a password. If the resource is more important, then
additional restrictions mandating that the password should be
changed every 90 days, that the user would be logged out
after 30 minutes of inactivity, or that the privileges the user
has on the file will be varied depending on his or her current
geographic location, or the time of day, can also be added.
This version of the policy is more complex and would be
made up of several AC rules.

Access control tools help to overcome these difficulties
by supporting the process of creating, implementing and
managing policies that make it easier for end-users and
security professionals. These tools help the users understand
complex policies by breaking them down in a simple manner.
Some tools provide visualizations features to describe the
structure of policies. Though there are various access control
tools, Bauer et al. [6] identified that these tools are neither
based on the actual tasks performed by policy professionals
nor equipped to solve the issues faced by them. Bauer et al.
were the first to explicitly recognise that two sets of policy
professionals are involved in creating and implementing
policies - policy makers who are responsible for creating
the rationale of the policies; and policy implementers who
are responsible for implementing the policies in the system.
Bauer et al. also identified the problems faced by these policy

professionals. On the other hand, the ADAGE tool [7] was
the first to identify that policy authoring is a collaborative
task. Still, it did not acknowledge that the two sets of
professionals are required to create and implement policies.
In particular, our work explores the specific challenges
faced in the collaboration between access control policy
makers and implementers, and the limitations that current
tools have towards addressing these challenges. We argue
that challenges of collaboration between policy makers
and implementers lead to a misunderstanding of security
policy semantics. A key challenge is that policy makers
and implementers use different technical languages for
communication. A lack of a common technical language
leads to a miscommunication between the two parties.
By technical language, we mean the different means of
communication that the policy makers and implementers use
in terms of vocabulary and context to create and manipulate
policies when working collaboratively. For example, policy
makers look at policies from a business perspective by
identifying the need for the policy, identifying the people
who will be affected by the policy and how they will be
affected, followed by securing the approval to enforce the
policy and finally communicating the new policy to the
employees. On the other hand, the policy implementers think
about which access control policy language can be used to
write policies in some formal computational notation, the
constraints that can be applied, and how new policies can
coexist with other implementations. Hence, the key aim of
our work is to identify how policy makers and implementers
can use visualizations to facilitate effective collaboration.
We refer to the problem of effective communication between
policy makers and implementers as the policy collaboration
problem, and this is the main focus of our work.

In addition to identifying the day-to-day tasks of the policy
professionals, Bauer et al. [8] also recognised the issues faced
by policy makers and implementers. Some of the issues faced
by policy makers include the inability to view, edit and verify
the implemented policy as they are not technically skilled.On
the other hand, policy implementers cannot detect semantic
inconsistencies in the policy due to a lack of knowledge
about the rationale behind the formulation of the policies
they implement. They also face difficulties in tracking and
revoking privileges that are granted as exceptions to policies.
For example, consider an employee A is granted additional
privileges as exceptions, in addition to her default privileges
associated with her role. When A finally leaves this role
and moves to another role, it is difficult for the policy
implementers to identify and revoke all her other privileges
that were granted as exceptions. The problem could become
more complicated when many such examples of employee
A are considered in an organisation. Both sets of policy
professionals also face communicative and collaborative
issues among them. It is difficult for policy implementers to
keep track of and understand the changes made by policy
makers. Similarly, policy makers also find it challenging to
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keep track of the changesmade by other policymakers. Policy
documentation to keep track of changes is also challenging.
The lack of a common technical language between policy
makers and implementers make it hard to keep track of
changes to the policy. We content that a common technical
language between the two sets of policy professionals can
bridge the communication gap between them and facilitate
better understanding of the implemented policy for the policy
makers, while simultaneously making it easier for policy
implementers to understand the rationale of the policy that
they are implementing.

We surveyed several research-based access control tools
that security professionals use for managing access to
resources in organisations in order to investigate the extent
to which these tools address the challenges of policy making,
collaboration, and implementation described above. A total of
31 research-based access control tools have been reviewed.
This helped us identify the pros and cons of the tools
developed by these tools. We noted that these tools failed to
acknowledge the AC policy collaboration problem. Recog-
nising these limitations helped us explore visualizations
as a potential solution to bridge the communication gap
between policy makers and implementers. Of the 31 tools we
reviewed, only one tool interviewed security administrators
to understand their daily tasks before developing their tool.
We also identified different resources that these tools protect
with associated policies. We also compared the visualizations
that these tools used and the user studies that were conducted
to evaluate these tools.

The main contributions of this paper are as follows:

• Policy Collaboration Framework: A framework that
identifies and frames access control policy issues
that need to be addressed for policy making, policy
implementation, and effective collaboration between
policy makers and policy implementers.

• Systematic Mapping of Policy Collaboration Issues:
A mapping of policy collaboration issues to common
features of tools for the purpose of identifying the
limitations of current access control tools toward
addressing policy collaboration issues.

• Evaluation: An assessment of how well do current
access control tool support activities for policy makers,
policy implementers, and their collaboration in formu-
lating and implementing access control policies.

• Limitations Identification: Identification of the limita-
tions of current access control tools towards supporting
policy collaboration activities and the paving of a
research agenda for access control policy collaboration.

The rest of the paper is organized as follows. Section II
describes the collaboration problems that arise during policy
creation, editing and implementation. The scope of this work
and the steps we followed to conduct the tool are discussed in
Section III. Following this, we introduce a comprehensive set
of operations that the tools support, along with a comparison
of the operations in Section IV. In Sections V and VI we

compare the reviewed tools based on their visualization
techniques and the user studies they conducted to evaluate
their tools, respectively. We then discuss the research trends
and shortcoming of AC tools in Section VII. We finally
conclude the paper in Section VIII.

II. ACCESS CONTROL POLICY COLLABORATION
PROBLEM FRAMEWORK
A. POLICY MAKERS AND IMPLEMENTERS
Due to complex security policies, multiple stakeholders
are responsible for creating, implementing and managing
security policies. Bauer et al. [8] conducted a series of
11 interviews with 13 policy professionals in 5 organisations
who worked on either controlling access to files or physical
spaces. They recognise that it requires two sets of profession-
als for creating, implementing and maintaining policies. Two
of the key findings from the Bauer et al. study include:

1) Two types of policy professionals are responsible for
creating and implementing a policy, namely: Policy
Makers and Policy Implementers.

a) Policy makers (PM) or architects are respon-
sible for creating and verifying the implemen-
tation of policies. They create several policies
usually after discussing with stakeholders of
the organisation. These policies are typically
called proposed policies as they just capture the
intentions of the policy makers and have not
been implemented in the system yet. The policy
makers typically belong to the management or
the business side of the organisation and are not
usually technically skilled. As a result, they don’t
have much knowledge on how to implement their
policies on a system.

b) Policy implementers (PI) are responsible for
interpreting the policies created by the pol-
icy makers and then implementing them. They
receive the ‘‘proposed policies’’ from the policy
makers and implement them, thereby trans-
forming the proposed policies to operational
policies. They are technical experts in security.
Implementers may also need to verify with
policy makers if their implemented policies are
consistent with their intentions. The general
differences in the skill set and the tasks required
of each set of these professionals are elaborated
in Table 1.

2) Once a policy is implemented, they are maintained by
multiple policy implementers. A policy might be edited
by a policy implementer and a log of the changes is
maintained.

PMs and PIs work together to create, edit and review
policies. PMs usually initiate the creation of policies after
either identifying a business need or because the permission
to a resource needs to be altered. PMs usually record their
intentions and send them to policy implementers. PIs then
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TABLE 1. Differences between a policy maker and policy implementer.

make them operational by transforming them into access
control policy of the system. Tools can be used to check for
policy conflicts or other constraints.

Policies are also edited time to time by the implementers
to accommodate changes to the policy. Sometimes policy
makers might not be aware of the changes that the policy
has gone through. Policy implementers periodically consult
with the policy makers to verify the consistency of the
implemented changes. According to Bauer et al. [8], the
periodicity of the verification vary from organisation to
organisation. Some policy implementers consult with the
policy makers regarding the edited policies on a monthly
basis, while others may only do it once a year for approval.

B. THE POLICY COLLABORATION PROBLEM
The limitations of existing AC tools is the genesis of the
policy collaboration problem - a set of problems/issues
for policy collaboration. The problems arising due to
collaboration between policy makers and implementers are
shown in Fig. 1. The figure shows that a key source of
the collaboration challenges between policy makers and
implementers is misunderstanding which is a consequence
of their use of different technical languages. Policy makers
and implementers use PML and PIL , respectively, as their
technical languages. The inspiration for Fig. 1 came from
three sources of knowledge: (a) literature, (b) informal
interviews, and (c) personal experience. The challenges
of collaboration between PMs and PIs are suggested in
the literature [8], [9]. However, none of these works have
analysed the challenges in detail or proposed a systematic
approach towards addressing them. In order to get a better
understanding of the practical challenges encountered by pro-
fessionals, we conducted informal interviews with security
professionals. This enriched our insight into the issues of
collaboration between policy makers and implementers. The
challenges between policy makers and implementers is akin
to the issues faced in a software engineering process [10],
where a client is responsible for stating their needs to a
software engineer. These requirements are then translated
into specifications of the system that is to be developed. The
software developers eventually write the program code that
will produce the behaviour stated in the specifications.

In this analogy, the formulations, definitions, and spec-
ifications of policies are equivalent to requirements for
a software system. In the field of software engineering,
the elicitation and analysis of software requirements is
the responsibility of Requirements Engineers - software

engineers are specialized in analysing and understanding
users’ needs. Requirements Engineers liaise with the owners
of the problem to be solved by a software system in order
to gain a better understanding of the nature and context of
the problem. However, their understanding of the problem to
be solved is often vague. One of the most common methods
Requirements Engineers often use in eliciting requirements
is to conduct interview with the problem owners to get
a better understanding of the problem to be addressed.
The understanding gives them insight that helps in better
formulating the requirements of the software system. The
same applies in the field of access control - the first step
is to understand what security objective(s) of assets are to
be protected against what threats? For example, in a payroll
system, the salaries of employees in a company can be
considered confidential. The formulation of an access control
policy to protect the confidentiality (a security objective) of
salaries (an asset) would require deciding who should have
access to salary data and what level of access or privileges
should they have? Can they modify the data or they can only
view it?
We propose three categories of collaboration challenges as

illustrated in Fig. 1, namely (1) Policy Making, (2) Collabo-
ration, and (3) Policy Implementation. The policy issues are
enclosed in the dotted round-corner rectangles. The dotted
‘‘document’’ icon represents artefacts such as documents
where requirements are written or source code implementing
policies. The cuboid represents a task to be performed by
either policy makers or policy implementers. The dotted line
with a diamond at the end represents the association of a
policy issue with the entity connected at the end of the line.
Security policies are initiated by policy makers who specify
policy requirements such as ‘‘A student should be able to
see their quiz grade in an online course assessment system
but they should not be able to modify the grade.’’ Such a
requirement could be stated by the university’s curriculum
development committee.

C. POLICY MAKING ISSUES
Policy making issues includeMisunderstanding,Miscommu-
nication, Requirement Update Documentation, Requirement
Incompleteness, Requirement Redundancy and Requirement
Inconsistency. Misunderstanding and Miscommunication
between policy makers may arise when policies requirements
are being updated by different policy makers. Such issues of
misunderstanding may result in from a lack of procedures to
be followed when updating policy requires information on
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FIGURE 1. Collaboration challenges between policy makers and implementers.

how updates to the requirement should be communicated to
other members in the policy making teams.

The process of Policy Formulation results into the
elicitation of policy requirements. The Requirement Update
Documentation problem arises when a policy requirement,
PR, is being updated to a new requirement, P′

R, without
proper and sufficient documentation of the changes made
during the update. Such lack of documentation may result
in different members of the policy implementers team
making inconsistent updates to a policy without knowing
what updates have been made by other team members. The
incompleteness problem arises when some key assumptions
have been either been omitted or misunderstood during the
formulation of a policy requirement. The omission of these
assumptions results in a requirement that is incorrect, and
may eventually results in an incorrect policy not able to
offer sufficient protection to assets. For example, an access
control policy states that authentication to access sensitive
information in a database should only be based on a password
which is known only to the subject i.e. the owner of an
account in the database. The verification of the identity of
a subject in this case is based on entering a correct password.
The basic assumption behind the policy in this example is
wrong because passwords can be stolen or shared with others.
Therefore, authentication based on only password does not
guarantee correct verification of a subject.

As policy requirements get updated, new policies may
overlap with existing policies. The overlap may sometimes
mean that the functionality specified in a new policy is a super

set of a policy that already exists. Such overlaps result in
Requirements Redundancies. The problemwith redundancies
is that they lead to inconsistencies in the update of policies
due to the existence of multiple versions. An update in one
version of a policy while the other version with old policy
can result in emergent and conflicting behaviours that are
hard to be identified and fixed. The problem of Requirements
Inconsistency between policies is realised when two or more
policies are stated in such a way that their effect would be in
conflict. The inconsistency problem often arises when there
conflicting policies in a policy making team.

D. POLICY IMPLEMENTATION ISSUES
Issues specific to policy implementation include
Misunderstanding, Miscommunication, Inconsistency of
Implementation Documentation, Implementation Redun-
dancy, Implementation Update Documentation, and Mis-
interpretation. For brevity, we will leave out the detailed
discussion of these issues as they are similar in principle
to their counterparts that have already been discussed in
the policy making context. The problems of communication
between the policy makers and implementers are well known
to the Business Management community that is responsible
for formulating policies [11], [12].

E. POLICY COLLABORATION ISSUES
Policy requirements specified by the policy maker need
to be implemented as policy specification by the policy
implementer. This requires collaboration between the two
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teams which results in the following issues. Collaboration
issues include Requirement Rationale, Forward Traceability,
Inconsistency, Technical Language, Synchronization, Back-
ward Traceability, and Implementation Knowledge. A policy
requirement is the outcome of a security policy requirements
analysis process and as such, it is motivated by a Requirement
Rationale which captures the reasoning behind the existence
of the given policy requirement. In the context of security
policies, a rationale is about the reasoning behind ‘‘why we
say what we say’’ in the requirement. As an obvious example,
why should students only be allowed to read their grades
but should not be able to modify them? A simple motivation
behind this requirement could be that as students are graded
by their instructors, it should not be possible for any student to
give themselves a grade as this will compromise the grading
system and the quality of the course as well. The requirement
rationale is not usually captured or documented as part the
requirement shared with the policy implementers.

In the Requirement Interpretation task, policy imple-
menters analyse the policy requirements in order to under-
stand what is required, i.e. what is the expected behaviour of a
system implementing the policies. From their understanding,
they then come up with a Policy Specification (PS ). During
the update of the access control system, policy implementers
need to be able to identify which policy requirement belongs
to which policy specification. The ability to map a PR to
the corresponding PS is called Forward Traceability. A lack
of forward traceability would make it difficult to update the
corresponding policy specification when there is a change in
the policy requirement.

An inconsistency problem can be realised if the logic of the
policy specification is not aligned to the policy requirement
i.e. PS is not designed properly to satisfy PR. The root of
the inconsistency between the PR and PS could result in
from differing views/understanding of policy makers about
a given policy requirement. The problem is further made
worse, by the lack of transfer of Requirement Rationale
to the policy implementers. Policy implementers get to
know only the requirement without an understanding of
the reasoning behind it, they often end-up with a faulty
policy specification due to misinterpretation of the policy
requirement. Such a specification would be inconsistent with
the requirement. The differences in the policy making(PML)
and the policy implementation(PIL) technical languages
which are used by the policymakers and policy implementers,
respectively, leads to misunderstanding between the two
teams. Policymakersmay not have thePolicy Implementation
Knowledge(KI )) in order to have an appreciation of how
the policy requirements they have proposed transformed
into policy specifications(PI s) by the policy implementation
team.

When a change/update is made in the a policy requirement,
such changes need to be also made to corresponding
policy specifications for consistency. The reverse is also
true. The policy synchronization problem occurs when
changes/updates are only being made on one side without

effecting the necessary changes in the other side. Back-
ward Traceability is the ability to systematically identify
a corresponding policy requirement, PR, given a policy
specification, PS . Traceability is important for maintaining
consistency in the update of policy requirements and
specifications as it provides a systematic methods of tracing
between requirements and their specifications.

We reviewed several AC tools to understand the policies
they work with, the resources they protect and the level
of support they offer for minimizing the AC collaboration
problem. The review process followed to identify the tools
included in this review paper is discussed in the next section.

III. REVIEW METHODOLOGY
In this section, we will first discuss the specific objectives and
questions the review seeks to answer. After setting the scope
of our research, we will discuss the process that we went
through to identify the 31 access control tools that we have
included in this review. This set of 31 access control tools are
then compared to identify the operations that they support,
the resources that they protect, the types of policies that they
use, the visualizations that they utilize and the evaluations that
were conducted on them.

A. SCOPE OF THE REVIEW
The main objective of the review is defined as follows:

Research Objective (RO): To identify the limitations
of existing access control tools towards supporting policy
making, collaboration, and implementation.

Specific Research Questions (RQs) arise from our RO.
These include:

RQ1: How well do current access control policy authoring
tools support Policy Makers towards eliciting policy
requirements and ensuring that the policies are of
good quality?

RQ2: How well do current tools for access control
policy implementation support Policy Implementers
towards implementing good quality policies?

RQ3: How well do current tools support the activities for
effective collaboration between policy makers and
policy implementers?

We picked these research questions to identify the
support offered by currently available AC tools for creating,
implementing and analysing policies. This also helped us to
identify the shortcomings of the tools and that the tools failed
to acknowledge the AC policy collaboration problem. Identi-
fying these limitations helped us to explore visualizations as
a potential solution to bridge the communication gap between
the policy makers and implementers.

B. IDENTIFICATION OF THE LITERATURE
We searched for related papers by using search terms based
on our RQs. The literature was identified using several
combination of keywords. Some of the search terms are
‘‘access control policy’’ and ‘‘security policy’’ and ‘‘privacy
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TABLE 2. 31 access control tools.

policy’’. Using these search terms we collected the papers
from IEEE, ACM, ScienceDirect, SpringerLink and Scopus.
We then checked the title and abstract of each paper for
relevancy. We then checked the related work of each of these
papers to identify studies that may not have been gathered
using our search terms. This set of tools is listed in Table 2.

IV. COMMON TASKS SUPPORTED BY CURRENT ACCESS
CONTROL TOOLS
Though there has been various research to develop AC tools,
these tools often lack support for many types of operations.
We compiled a list of operations/tasks that were supported by
each of the tools that we have reviewed in this survey. This
list was then refined by grouping the tasks that were similar
in functionality and eliminating some redundant tasks.

A. BASIC AC TOOL FEATURES
Each of the tools that we have reviewed was then compared
against the list of tasks supported by all of the access control
tools. This helped us to understand the commonly supported
tasks and the lack of functionalities of the tools in more detail.
Sets of similar tasks were grouped based on three components
that would be responsible for executing each of these tasks.
The three components are:
(C1) Policy Designer: The policy design component is

responsible for creating and editing policies. Some
tools supported policy authoring in which users can
create their own policies using one or more of the
following languages.
a) Policy Creation: The policies can be created using

two types of languages, namely:
i) Policy Language (PL): Policies can be created

by users using a policy-specific language
like XACML or by using an access con-
trol model-specific language like SELinux,
RBAC etc. Some tools also supported policy
creation using a language that the devel-
opers of the tools created. Often tools like
ADAGE [7] created visual languages that help

users to create their own policies. The tool is
also capable of translating this specification
into a policy structured language that the tool
then analyses.

ii) Natural Language specification: Users can
create policies by specifying them in natural
language or by using some interactive drop-
down elements.

b) Policy Editing: The policies can be updated after
they have been implemented in the system.

(C2) Policy Viewer: This component supports two main
functions for access control tools.

a) View one rule of a policy: View one rule of a
policy at a time, which indicates the permissions
that are set by this policy for a single object or
user.

b) View multiple rules of a policy:View an overview
of the policy, which displays multiple rules that
indicate all the objects and users that this policy
affects.

(C3) Policy Evaluator: This component makes the tool
capable of analysing the policies and for offering
solutions to resolve the errors that it identifies. Some
of the analysis that can be performed on the policies
include:

a) Policy Analyser: This sub-component is respon-
sible for analysing policies to identify any incon-
sistencies.

i) Conflict: Two types of conflict detection is
possible. The first type checks if a new policy
conflicts with an existing policy. The other
type makes sure that conflicting roles cannot
be assigned to the same user.

ii) Similarity:Check if two policies are similar to
eliminate redundant policies.

iii) Compare versions: Compare two versions of
a policy to check how different the current
version of the policy is from the last.

iv) Policy specific analysis: Every access control
model has it’s own unique set of constraints
and rules that are enforced using the policy
language. The tool should be capable of
analysing these policy specific rules and
constraints.

b) Policy Solver: The policy solver sub-component
offers intelligent tips to solve the errors that it
finds after analysing the policies. For example,
consider the case where a policy P1 states that
printers should be used between 9 am and 1 pm
and policy P2 states that printers should be used
between 10 am and 1 pm. In this case, the tool
would identify that policy P1 dominates P2. The
intelligent tips the tool offers could be to either
delete P2 from the system as P1 already covers
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P2, or to delete P1 if the objective is to only let
the employees use the printers between 10-1.

After identifying the three components and their tasks,
we compared them against each of the reviewed tools in
Table 3. We examined the tools to identify the resources that
the tool protects - files, data, Facebook settings or access
to a location. An imbalance lies in the literature with more
research focused on file AC. We also reviewed the tools by
the functionality that they support. A functionality supported
by the tool is represented by a green cell.

While there is certainly support for the Policy Design
component, it’s clear that only some tools offered support
to create tasks in Natural Language which would help even
the non-technical policy makers to create their own policies.
More support for policy creation in a language that is both
easy to understand and that can handle all the complexities
would be able to bridge the communication gap between
the policy makers and implementers. It is also noticeable
that several tools offer no support for editing a policy. This
lack of support for a simple yet fundamental operation that
is performed can be attributed to the fact that some tools
were developed for merely visualizing the policies available
in a system. The objective of these tools were to simply
inform the user’s of the security implications of their access
control settings. Another drawback that some tools face is
their inability to view a single policy (which is made up of
multiple rules) as a whole. Some tools only allow the user to
view a policy, rule-by-rule which makes it harder for policy
makers and implementers to understand the overall scope and
functionality of the policy. These tools can facilitate better
understanding and easier analysis if they offer an overview
of the policy which summarizes all of the rules of the
policy.

Evaluating a policy is the work of the policy implementer
and these tasks are often cognitively demanding. From
Table 2, it is clear that the most of the tools lack support
for evaluating a policy. The PVA Tool-RBAC [25] offers an
extra policy analysis task that allows policy professionals to
integrate different RBAC policies. If the analysis operations
are not available to the policy implementer, they might lead
to errors during implementation or editing of the policy in
the system. These errors would then have to be resolved
before the policy is successfully implemented in the system.
Finding the cause of the errors and then resolving them is a
complex task. Only two tools in the table offered solutions
to resolve some of these issues and errors. The IAM tool [1]
identified the errors that arise after analysing the policy and
offered tips to resolve these errors. The FB SNS tool [17]
was also capable of identifying the differences between the
intentions of the users while sharing a resource and the actual
permissions that they set for the resource. User intention
might be to share the resource only with college friends while
the actual permissions that were set might have shared the
resource to both college and work friends of the user. The
tool after identifying the potential violations was able to offer
tips on how the settings can be changed to align with the

user intentions for that resource. The lack of support for
such difficult tasks which are crucial to the working of the
implementer lay a lot of cognitive stress on the users.

B. RATIONALE FOR MAPPING OF COLLABORATION
ISSUES TO TOOL FEATURES
Table 3 shows an evaluation of which AC tools support
common access control operations. The key question we
aim to address in this paper is to what extent do the AC
tools address the policy collaboration issues shown in Fig. 1.
In order to answer this question we performed two tasks: (1)
mapping collaboration issues to the common features of AC
tools; and (2) evaluating the support for collocation issues.
The mapping of collaboration issues to the AC tool features
is an intermediate step towards answering our key research
question. It helps in relating tool features to collaboration
issues. As the support of common features by different tools
is already documented in Table 3, this intermediate step helps
to relate AC tools to the policy collaboration issues. The
mapping between common features of AC tools and policy
collaboration issues is shown in Table 4. The columns in this
table are the common features of AC tools and the rows are
the policy collaboration issues. A tick in a cell of the table
indicates that the given AC feature (column) can contribute
towards addressing the given collaboration (row) issue. The
rationale for mapping each of the collaboration issues to the
tool features depicted in Table 4 is explained in this section.
The misunderstanding problem is addressed if the tool

has the ability to express policies in natural language (NL),
provides a user interface (UI) for authoring policies, provides
the ability to view both single and multiple policies. When
policies are expressed in natural language, misunderstanding
for policy makers is reduced since policy requirements are
initially expressed in natural language. The provision of a
user interface for displaying the contents of policies (either
as single or multiple rules) is a fundamental requirement for
reducing misunderstanding of policies.

The policy update problem is mapped to the ability of
a tool to enable the user to edit and compare the versions
of policies. A prerequisite for updating a policy is the
availability of functionality in a tool that makes it possible
to make edits, and once edits are made it is important to be
able to compare the new version of a policy with the previous
version of other existing policies. This helps in identifying
commonalities and overlaps between policies helps with the
process of factoring out those commonalities. Incompleteness
of a policy requirements can be determined if an AC
tool supports two main features: constraint analysis and
incompleteness detection. When some constraints necessary
for the satisfaction of policy requirements are not taken into
account in the policy requirements, it is like that the policy
would not be feasible to enforce. For example, the policy
that users accessing sensitive information in database should
use strong passwords is not enforceable if it is not made
clear what is meant by a strong password. For example,
the minimum password length should be 10 characters, the
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TABLE 3. Comparison of the operations of a tool.

inclusion of numbers, capital and small letters, and the special
characters, are useful in ensuring the strength of a password
can be enforceable. Without these constraints the password
policy is incomplete. Incompleteness detection depends on
the ability to identify missing constraints from the vagueness
of a policy requirement.

The problem of redundancy during policy making can
be detected and resolved if the AC tool has the ability
to detect similarities and compare versions between policy
requirements and rules. Through similarity comparison it is
possible to identify those policies that are closely related or
have commonalities. In the same vein, version comparison
can detect if a new policy is repeating a policy that already

exists. Therefore, these two features of AC tools are necessary
for detecting policy redundancies. AC tools can contribute
towards addressing inconsistencies if they have the following
features: multiple rule viewing, role conflicts detection,
policy conflicts detection, constraints analysis, and conflict
resolution. From an inconsistency perspective, the ability to
view, analyse, and compare multiple policy rules is necessary
in order to determine whether a conflict exists between them.
In addition to the ability to detect role and policy conflicts,
the resolution of such conflicts is necessary for a complete
solution towards addressing the policy requirements incon-
sistency problem. AC tools with features for documenting
requirements-to-implementation mapping can address the
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TABLE 4. Mapping collaboration issues to tool features.

Forward Traceability issue. This is because requirements-to-
implementation mapping makes it possible to trace policy
requirements to their policy implementations - a necessary
feature for ease of maintenance of policies. On the contrary,
addressing the Backward Traceability issue requires the
documentation of implementation-to-requirements mapping.

AC tools with features for documenting requirement
rationale can contribute towards addressing the requirements
rationale issue. Every requirement needs to have its rationale
documented in order to ascertain the origins and reasons
behind the proposal of the policy requirement. In order
to document policy Implementation Knowledge, AC tools
need to have the ability to edit them. Without editing
features, capturing implementation knowledge would not
be possible. The synchronization of policy requirements
and their specifications between policy makers and policy
implementers requires AC tools to have the ability to
compare versions of policies and a documentation of the
mapping between requirements to their implementations
(and vice versa). In this way, changes happening on
the requirements side can be synchronised to the imple-
mentation. In the same way, changes happening in the
implementation can be synchronised to the corresponding
requirements.

For each collaboration issues there are a finite number,
Nf , of features that can support that issue. For example, the
issues of incompleteness of policy requirements during policy

making can be addressed if the AC tools have features for
constraint analysis and incompleteness detection. In this case,
Nf = 2.

C. EVALUATION OF HOW WELL AC TOOLS ADDRESS THE
COLLABORATION ISSUES
Table 5 shows an evaluation of the extent to which each
AC tool supports the collaboration issues. This table is
derived through a combination of the information in Tables 3
and 4. The rows are the collaboration challenges and the
columns are the AC tools. For each AC tool, t , we identify
the set of features, 8(t) it supports from Table 3. For
each collaboration issue, using Table 4, we determine how
many features from 8(t) can support the collaboration issue.
We call this number Nc. The extent to which a given AC
tool supports a collaboration issue is given by the ratio of
Nc/Nf . If Nc = Nf that means the given tool has all
the features necessary to support the collaboration issue.
For example, in Table 5 the ADAGE tool has the ratios
4/4 for misunderstanding of policy requirements, 1/5 for
inconsistency of policy requirements during policy making.
The ratios help in comparing the tools against each other on
the extent to which they address a given policy collaboration
issue. For example the Rubaviz and FB SNS tools are the
poorest in addressing the misunderstanding issue of policy
requirements during policymaking because they both support
1/4 features required to address it.
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TABLE 5. Evaluation of how well ac tools support collaboration issues. colors indicate level of support. 0 ≤RED≤
1
4 , 1

4 <ORANGE≤
1
2 ,

1
2 <YELLOW≤

3
4 , 3

4 <GREEN≤1 .

The ratios in Table 5 are color coded with 4 colours: green
yellow, orange, and red. Green means the ratio of support
is in the range > 3

4 to 1. The percentage support ranges > 1
2

to 3
4 , >

1
4 to 1

2 , and 0 to 1
4 , correspond to yellow, orange,

and red, respectively. For example, we can easily see by the
green color that most of the tools address misunderstanding
of policies during policy implementation. We can also see
that detection and resolution of inconsistency of policy
requirements during policy making is not supported by most
of the tools. A white space implies that the AC tools does
not have any support for the given collaboration issue. For
example, Forward Traceability, Rationale, and Backward
Traceability are not supported by any of the tools. Table 5,
also shows that, overall, the existing AC tools have more
support for policy implementation issues compared to policy
making issues.

V. COMPARISON OF AC TOOLS BASED ON
VISUALIZATION TECHNIQUE
‘‘A picture is worth a thousand words’’ is an adage which
means that it is often much easier to express complex
ideas with a simple visualisation than a lot of descriptive
words. Using the same line of thought, we came up with
the hypothesis that the issues related to misunderstanding

and miscommunication in the collaboration problem can
be addressed through visualisation features in the AC tool.
This section compares different types of visualisations used
in the tools we reviewed. We observed that several AC
tools used simple visualizations to reduce the cognition
demands that are required to understand an AC policy [23]
by applying visualizing techniques to visualize the policy
components. These tools can even be used by users who do
not possess AC expertise for policy creation, implementation
and management [39]. These tools tackle the problem of
policy complexity by visualizing the policies. In addition
to reducing the cognitive levels, the visualizations are an
excellent solution to bridge the gap between the technical
policy implementers and non-technical policy makers. The
visual language helps policy makers to understand the
implemented policy while allowing the policy implementers
to understand the rationale behind the formulation of the
policies.

In this section, we compare different tools based on
techniques used for visualizing the policies. In addition
to tackling the problems of policy complexity, the policy
visualization must also be simple enough so that it can be
understood by a non-technical user. An effective visualization
tool must help both Policy Makers and Policy Implementers
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and should address several design goals. It should be able to
support the following tasks:

1) Extract semantic information from policy attributes to
visualize policy details, so that the policy specifications
can be clearly understood by both policy makers and
implementers.

2) Support policy editing.
3) Provide an overview of the policy.
4) Support policy analysis.
5) Offer solutions to identify and resolve policy inconsis-

tencies.

Different visualization techniques help in solving different
facets of policy complexities while some types of visual-
izations are more equipped to support a wider range of
functionality. Fig. 2 shows different types of visualizations
used by AC tools.

1) Conventional multi-panel design The tools based on
this type of design use a simple interface design with
multiple panes, which are good for creating/editing the
policies by dragging components from another pane.
These tools look simple but unfortunately they don’t
seem to support a variety of operations. Due to their
simplistic interfaces, these tools help policy makers to
easily create their own policies without relying on the
policy implementers. The Adage [7] and the Audience
View [33] tools use simple conventional multi-panelled
design. The Adage tool used it for creating policies
with simple drag-and-drop components. On the other
hand, the Audience View tool used it for displaying the
privacy settings in a multi-panel display that resembled
Facebook’s profile information and layout.
Four tools [7], [14], [17], [33] used a simple interface
with images or other minimal visualizations. The
Adage tool [7] uses a two-panel interface to display a
visual policy builder which consists of components in
one panel that can be dragged and dropped into another
panel to build policies. Similarly the ESCAPE [14]
tool uses a 3 panelled interface with the resources in
one panel, the names of all the users in one panel
from which you can drag and drop users into another
panel to grant them to access to the selected resource
in the third panel. On the other hand, the [17], [33]
tools used simple interfaces with images and minimal
interactions to display ways to resolve policy violations
and for editing policy settings respectively. In addition,
the Windows File Permissions tool also follows a
simple multi-panelled interface. From the working of
these tools, it’s clear that these tools are simplistic
in nature which makes it easier for less technically
skilled individuals to easily create, edit and analyse
policies. Hence, these advantages can potentially help
non-technical policy makers to understand different
phases of policy implementation.

2) GraphsGraphs are commonly found in topology-based
relations as specified in SNS style policies. They

are also used to represent hierarchical role structure
in RBAC policies. These are a common form of
visualization with seven tools [16], [19], [23], [24],
[26], [29], [32], [34] using this in their access control
tools. The graph visualizations are especially used
for visualizing network style graphs of SNS. They
are good at conveying group memberships or roles
to which multiple users belong by drawing edges
between the various users, groups and resources in the
visualization. They also clearly represent the structure
of the hierarchy in the organisations by using directed
edges and also help in identifying outliers in policies.
For example, a user who is assigned a managerial
role is visualized by drawing a directed edge from the
user node to the manager node. This makes it easy
to identify when a user is given access to a resource
that is meant only for managers, as there is no edge
between the user and manager nodes. Though graphs
are adept in visualizing multiple relationships between
the components while maintaining the hierarchical
structure, an overload of information often make them
look cluttered. The DTEVisual Tool [34] shown in
Fig. 2 b) uses graphs to denote the relationship between
domain and type for visualizing the resources in the
form of a radial tree in which files at the same level
are visualized on the same circle. Graph visualizations
have the ability to easily convey the hierarchical
structure of the organisation. They help policy makers
to understand the organisational hierarchy while
creating policies and also help policy implementers
to understand the implications of the implemented
policies.

3) Tabular/Matrix/Grid structure Tabular visualiza-
tions can be easily understood by everyone due to
their familiar way of representing data in tables. This
type of visualization is mostly used for visualizing the
permissions that are used assigned to objects. These
visualizations are often interactive in nature and helped
to view and edit permissions simultaneously. They
are also a common type of visualization with 7 tools
[1], [2], [18], [22], [26], [27], [31] using it in their tools.
The IAMWizard [1] and Expandable Grids [22] Tools
used grid visualizations to visualize the resources and
the levels of access in a matrix format. On the other
hand, the PRISIMOS tool [2] shown in Fig. 2 c) uses a
tabular visualization to visualize the policies that grant
access to the resources.
Four tools [6], [13], [15], [21] used grids for visualizing
the permissions for different objects. These visualiza-
tions support group memberships by collapsing rows
or columns to denote members who belonged to a
particular group or role. Though these visualizations
are good for indicating whether a user or a group of
users have access to a resource by using colors or
icons, they do not offer an overview of all the users
who have access to a particular resource like graph
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FIGURE 2. Common visualization techniques: a) Conventional Multi-Panel Design: [33], b) Graph: [34], c) Matrix/Tabular structure: [2], d) Radial
Visualization: [20] (Images a) and c) show the top parts of scrollable interfaces. Images b) and d) appear in low resolution in their respective papers).

visualizations do. In the case of graph visualizations,
a policy is displayed in its entirety, whereas tabular
displays are limited by space and only display portions
of the policy at a time. This disadvantage limits their
ability to act as good representations for policy analysis
that are performed by implementers. However, due to
their simple and familiar way of representing data, they
are a good choice for non-technical users and policy
makers to understand the implications of the policies.

4) Radial Visualizations The Impromptu tool [20] uses
concentric circles to visualize the files that are available
to users with different levels of access. The main
objective of the tool is to only identify how the files
are being used which could be easily indicated using
this simple visualization. However, it would not be able
to visualize more complex functions and relationships.
The Impromptu tool [20] shown in Fig. 2 d) uses
concentric circles to visualize the available files and the
levels of access associated with them.

Lipford et al. [40] compared two tools namely, Audi-
enceView [33] which used a simple interface design and
Expandable Grids [22]. They conducted user studies to check
if users preferred the more visual tool like AudienceView
which used a simple interface with a layout similar to
Facebook or the Expandable Grids tool which used a more
compact visualization like grids to visualize the privacy
settings. They concluded that users liked the visual feedback
of AudienceView but not the multiple page visits. The users

also liked the compact overview of Expandable Grids which
had all the settings in one page even though it lacked the
visual feedback that AudienceView provides. A common
sentiment among participants was that they preferred a mix
of the two approaches, with one participant stating that they
would use Expandable Grids for its privacy settings and then
using AudienceView for its visual feedback to tweak the
settings.

While Fig. 2 shows screenshots of the commonly used
visualization techniques, Fig. 3 shows how these visualiza-
tion techniques visualize the same set of data. This will help
us to identify the ease with which each technique can convey
the required information. Fig. 3 shows how the different
visualizations represent a simple scenario in which the
Manager, Employee 1 and Employee 2 are assigned resources
r1, r2, r3 and r4 with varying degrees of permissions.
Fig. 3 a) shows the process of building this policy visually.
Fig. 3 b) shows the inheritance of the resources. While
employee 1 has access to resources r2 and r3, employee 2 has
access to r4. The manager inherits the access to all of these
three resources in addition to the resource r1 that the manager
has exclusive access to. However, this does not show the level
of access permissions that the users have on these resources.
Fig. 3 c) shows the levels of permissions that a user has for
different resources. Fig. 3 d) shows the resource matrix that
represents the users, resources and permissions. It is clear that
the some visualizations do not show all of the information
but are better for viewing the structures of the role hierarchy,
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or for viewing the varying degrees of permissions easily.
Other visualizations might be better for showing all of the
information in a compact manner. Based on the pros and
cons of each visualization, here are some recommendations
on which visualization to choose based on the scope of the
access control tool.

1) Simple multi-panelled interfaces do not easily support
policy analysis as they only contain simple drag-
and-drop elements which are better suited for policy
creation and for displaying images that can be used to
resolve policy violations. They do not use advanced
visualizations which help in effective policy analysis.
This makes them a good choice for policy makers to
understand the implications of the policies that they
create.

2) Graphs are good visualizations to consider if the
structure of the hierarchy of permissions, visualizations
of group/role memberships and spotting outliers of
a policy are important. It is also quite capable of
visualizing complex policy details. Hence, they are a
good choice for policy implementers to analyse the
policies.

3) Tabular forms of visualizations are good if the tool
requires a compact visualization, and supports easy
policy editing. It is good for visualizing simple policies,
which makes them a good choice for non-technical
policy makers.

The visualizations used by the tools are created either for
the purpose of creating policies or for analysing and editing
the policies. The need for different representations of a policy
emphasizes the need for stronger notations in visualizations
that capture all the concepts of the access control model for
effective policy creation. In contrast, graph visualizations are
mostly designed for policy implementers to analyse policies
without any support for creating or editing policies. On the
other hand, the grid/matrix structure visualizations are both
simple enough to be used by policymakers to create their own
policies and for facilitating easy policy editing and simple
policy analysis by policy implementers. Policy analysis using
the matrix structure is not very comprehensive owing to the
simple structure of the matrix visualizations. The Expandable
Grids tool which uses a matrix visualization, grouped the
users by roles who are assigned a particular resource. This
allows for easy visualization of the users who have different
permission settings than what is normally assigned to other
users who are assigned the same role. However, owing to the
simple tabular structure of the visualization, it would require
a great deal of scrolling to see all the users who are assigned
to a group. On the other hand, policy editing is extremely
simple and only required clicking on a cell in the grid to
grant/revoke privileges. Heitzmann et al. [41] used a simple
TreeMap visualization to visualize the file system of a single
user or a groups of user. This visualization in which each
node represents a file in the computer system was colored
according to the permission settings for that file.

Hence, visualizations may help to bridge the communica-
tion gap between policy makers and implementers. They help
policy makers to create their own policies without relying on
the policy implementers. This in turn controls the errors of
interpretation that the implementers face when they have to
implement a policy that the policy makers create. They also
help policy implementers to analyse the existing policies and
serve as a medium using which implementers can point out
any inconsistencies to policy makers.

VI. COMPARISON OF THE USER STUDIES OF THE TOOLS
Another common drawback of the research-based AC tools
was that most of the evaluations conducted on the tools was
limited. Of the 31 papers that were reviewed for this paper,
it was found that approximately 40% of the tools did not
conduct user studies to evaluate the tools. Although some
of the other tools did conduct user study evaluations, these
evaluations were not conducted with real policy professionals
who would actually use these tools. As a result, none of the
tools recognised that two sets of policy professionals (policy
makers and policy implementers) are involved in the creation,
manipulation and implementation of the policies. Hence,
none of the tools attempted to address the collaboration
problem between the policy makers and implementers. Of the
60% of tools that actually conducted user studies, only
3 studies evaluated their tools using system administrators or
working professionals, while the other studies only recruited
students to evaluate their tools. Student evaluations are
suitable for for pedagogical tools as the tools were created for
teaching students about the different ACmodels and policies.
However, for other tools that were designed for working
professionals, better feedback could have been achieved by
involving working professionals in the user study.

The tools that conducted user studies followed different
modes of evaluation:

1) Evaluation is focused on a specific compo-
nent/capability of the tool: Tools like SPARCLE [27]
and Expandable Grids for P3P [31] that dealt with
parsing policies and presenting them in NL to the users
are included in this type. These tools focused on the NL
parsing ability of the tool. While the SPARCLE tool
also evaluated the tool’s ability to help the user with
authoring policies, the Expandable Grids for P3P tool
only focused on the NL parser.

2) Evaluation of the tool - Visual or Interactive
analysis: The participants were assigned tasks that
could be performed by visually verifying the content on
the screen with minimal interaction, while other studies
required the participants to engage and interact actively
with the tool to successfully complete the tasks. The
user study for the social network tools FB SNS [17] and
FB SNS RPA [19] mostly required the users to visually
or mentally analyse the information on the screen. The
FB SNS tool did not require the users to interact with
the tool. The users merely had to check if the tool had
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FIGURE 3. Commonly used visualization techniques visualizing an example scenario involving 3 users/subjects and 4 resources. a) Conventional
Multi-panel Interface showing a user creating the policy using drag-and-drop elements b) A graph representation of the users and resources c)
Tabular/Matrix representation showing all of the users, resources, and permissions. d) Radial Visualization showing the resources that can be accessed
and their permissions for a single employee Employee 2.

correctly identified potential violations between their
intentions for a post/status/image and the actual setting
that they had applied on it. On the other hand, the
FB SNS RPA tool required the users to just mentally
analyse the policies in one setting while interacting
with the tool in another setting.

3) Comparison with a baseline tool: Some tools took the
user study a further step by comparing their tool with a
related/baseline tool.

A comprehensive comparison of the user studies of the
tools based on the above modes of evaluation is shown in
Table 6.

The studies used a variety of tasks to evaluate the user’s
understanding of the tools. These tasks tested the user’s
ability to author policies or analyse the implemented policies
using the tools. The ADAGE, SPARCLE and FB SNS RPA
tools were the only tools that tested the users ability to create
their own policies in the tool. The ADAGE tool in particular
was the only tool to delegate tasks to check policy authoring,
analysing and editing. The other tools predominantly focused
on the user’s ability to analyse the policies and check if they
are correctly implemented. Some tools went a step further
with their tasks, and required their users to edit the policies
according to a policy description. For example, some tasks
involved checking if users understood the access control
permissions for files. The users verified if the permission

settings for a file were correctly implemented. If it was
not correctly implemented then the users had to edit the
permission settings to match the policy description. The
tasks were clearly biased towards understanding if the policy
implementers found the tool easy to analyse and edit policies
and were not designed for understanding the user’s ability to
create policies. If the tasks were also designed to check the
ease of use for authoring new policies then the tools might
have encouraged policy makers to use the tool to create their
own policies.

Though the tools catered to and supported a large range of
policies and functions, they all shared a common drawback
- lack of involvement with the end-users. Most of the tools
were built on the assumption that users of the tool would
be expert users who can understand complex policy analysis
with minimal support. However this seems to be contrary
to Botta et al.’s study of IT professionals who are involved
in security management [42]. The study found that security
professionals preferred tools that exhibit easy to understand
correlations between the data and the tool’s decisions. All
tools except two had no contact with system administrators
to identify their needs before developing the tool. Only
the V3SPA tool by Robert Gove [21] conducted a small
survey with policy developers to identify their experience
with SELinux policies with six questions. Only one other
tool outlined the workings of policy administrators and the
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TABLE 6. Comparison of the user studies to evaluate the tool.

cognitive load that they deal with. But they had no formal
interviews with policy professionals. Another drawback was
that the tools were not built using actual data collected
from organisations. This can be attributed to the fact that
actual access control policy data is hard to obtain due to the
their sensitive nature. Hence, the data used by the tools was
generated to mimic specific scenarios that are found in access
control policies. However, these generated policies are not
as complete and complex as original access control policies
and these makes the tools somewhat ineffective. Finally, most
systems lacked a user study to evaluate their tool. Even if a
user study was conducted, most tools were evaluated using
students and not actual system professionals who would be
using the tools.

It’s clear that the tools are built on assumptions of the user’s
capabilities and the functions that they would need to perform
their tasks. This minimal involvement with the end-users is
one of the reasons why none of the tools recognised that there
are two types of policy professionals involved in the creation
and implementation of policies. The recognition of the policy
makers and implementers would’ve helped researchers to
build role-specific functionalities for the policy makers and
implementers, and the collaboration problems that they face.

VII. DISCUSSION
In this work, we set out to investigate the problem of howwell
do current Access Control tools provide support for Policy
Makers, Policy Implementers, and effective collaboration
between Policy Makers and Policy Implementers. This
problem is articulated in greater depth in the research

questions in section III. Briefly, the research questions we
are addressing in this work are: (1) How well do current
access control policy authoring tools support Policy Makers
towards eliciting good quality policy requirements?; (2) How
well do current tools for access control policy implementation
support Policy Implementers towards implementation of
good quality policies?; and (3) How well do current tools
support the activities for effective collaboration between
policy makers and policy implementers?

The discussion in section IV-C has shown that current
AC policy tools have limitations toward supporting effective
policy collaboration. In particular, the results in Table 5
indicates that policy inconsistency is a common limitation
of AC tools in all three aspects of the policy collaboration
problem (policy making, policy collaboration, and policy
implementation). For policy making, Incompleteness and
Requirements Update are the additional issues that have
the least support from current AC tools. The challenges
of policy collaboration discussed in the preceding sections
suggests that the design of current AC tools needs significant
improvement in order tomake these tools useful at facilitating
effective collaboration between policy makers and policy
implementers. To this end, we propose some pointers for
further development of the capabilities of AC tools towards
supporting effective collaboration.

1) Policy Requirement Update Rationale Capture: As
discussed in the introduction, the rationale for the
proposed specific policy requirements by the policy
making team is often not relayed to the policy imple-
mentation team. Communicating such rationale details
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would ensure that the policy implementation does not
only receive required updates to the specifications
of policies but also understand the rationale behind
the updates or proposal of new policy requirements.
AC tools need to have the capability to capture ratio-
nales for updates occurring in both policy requirements
and policy specifications. This will address the problem
of communication within and across policy making
and policy implementation teams. The idea is that if
a member of the policy making team makes an update
to a policy requirement, in addition to the update being
systematically captured in a log by the tool, it should
possible for the professional making the update record
the rationale for the update along with the update.
This is so because another member of the same team
who wants to make further updates should be warned
about previous updates that he/she may not be aware
of and the rationales documenting why the updates
were made. This should minimize inconsistencies
in the policy updates. The information about what
updates have been made, to which policy and the
reasoning on why the updates were made, should be
readily available, and the tool must have a mechanism
to automatically notify the relevant professionals in
the policy making team about the updates and their
rationales. Furthermore, notifications about such policy
updates to policy requirements should be relayed
to the policy implementation team so that they can
make the necessary updates to the relevant policy
specifications based on the rationales captured in the
requirements update. The same should apply to the
policy implementation team.

2) Policy Implementation Knowledge Capture: Policy
makers lack knowledge about how a particular policy
is implemented and whether it was implemented as
intended in the policy requirements. This knowledge
is only available to the policy implementation team.
A mechanism for systematically capturing the imple-
mentation knowledge and sharing with the policy
making team would be useful towards addressing
this challenge. Having the implementation knowledge
would help policy makers in avoiding policy duplica-
tion - where a policy that was already implemented is
proposed for implementation again.

3) Technical Language Interfacing Notation: The root
of the collaboration problems between policy makers
and policy implementers is because they use different
technical languages. This leads to misunderstandings
and miscommunication between them. In order to
address this challenge, there is need for a technical
language translation interface which translates between
PIL and PML . This would ensure that any information
being communicated can be translated to the technical
language that can be understood by the recipient
of the message - thus avoiding miscommunication.
An alternative approach to address this challenge is

by formulating a language based on a notation that
can be easily understood by both policy makers and
implementers. Regardless of the approach taken, the
key idea is to ensure that the semantics of messages
relayed during collaboration between policy makers
and implementers is not lost - thus minimizing the
possibility of miscommunication.

4) Policy Conflict Detection and Resolution: There is
need for support in detection of conflicts between
policies at the policy making, policy implementation,
and policy collaboration stages. As stated earlier, at the
policy making stage, conflict could arise because of
inconsistency between policy requirements. At the
implementation stage, conflict could arise between
different implementations of the same policy or
implementations of different policies. Conflicts arise at
the collaboration stage when there is an inconsistency
between policy requirements and the implementation
of a policy.

5) Forward and Backward Traceability Capture: Cur-
rent tools do not have a systematic approach for
tracing/mapping between policy requirements and
specifications (i.e.) given a policy requirement PRx it is
not easy to answer the question of which policy spec-
ification PSy it corresponds to - Forward Traceability.
The lack of traceability information makes maintaining
policies a challenge. Similarly, in the reverse direction,
if a policy specification, PSy is updated, there is
no systematic way to know which set of policy
requirements are affected by the update - Backward
Traceability. Having a policy traceability database
can help in systematically mapping between policy
requirements and specifications for both forward and
backward traceability.

6) Policy Update Synchronization: When an update is
made to a policy requirement, i.e., PR changes to P′

R,
there is a need to have the ability to make the same
update in the corresponding policy specification, i.e.,
PS changes to P′

S . The ability to make synchronised
updates would ensure that changes in policymaking are
always synchronized with the corresponding changes
in policy implementation. The information captured in
the traceability database would be useful in identifying
the policies that need to be updated in order to keep
requirements synchronised to their specifications.

In the context of access control, in order to get a better
appreciation of the practicalities of the capabilities identified
above, future studies should focus on interviewing policy
professionals (makers and implementers) in order to gain
a better understand of the tasks that they perform before
developing the functionalities of the required AC tools.

VIII. CONCLUSION
In this paper, we conducted a systematic review of existing
AC tools and identified their limitations.We argued that these
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limitations are the genesis of the policy collaboration problem
- challenges that hinder effective collaboration between
policy makers and policy implementers. We articulated the
challenges and identified directions for future research in the
development of AC tools. We also identified the minimal
set of operations that should be supported by the access
control tool. We have aimed to set a roadmap that will be
helpful towards informing researchers in the field of access
control policies on the key challenges in collaboration for
policy making and implementation. A common drawback
that most of the tools faced was the failure to identify the
different types of policy professionals who are involved in
the process of policy creation and implementation. Hence,
future research should focus on identifying the tasks that
each policy professionals is responsible for before designing
tools. The tools should focus on bridging the communication
gap between the non-technical policy makers and the
technical policy implementers. While some tools capitalized
on simple visualizations to convey the structure of the
policies, the potential of visualizations remain unexplored to
a large extent. Though the tools utilized different types of
visualizations to reduce the cognitive load on the users while
analyzing the policies, the potential of the visualizations
lies in their ability to address the AC policy collaboration
problem. Hence, future researches on AC tools should aim to
exploit the capabilities of the visualizations to bridge the gap
between the non-technical policy makers and the technical
policy implementers.
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